























= Downloading is also strongly regulated or
restricted (57%), which is interesting given the
wider discussions about copyright issues and
illegal downloads.

= Roughly half of children (47%) are restricted in their
use of social networking sites, 39% experience rules
as regards the second most popular online activity
identified in this survey, watching video clips, and
38% .are restricted in the use of instant messaging.

Compared to the different types of active mediation, Table
51 also shows stronger gender differences in the case of
13-16 year olds, with girls being a little more restricted
than boys. There are less striking, of sometimes no,
gender differences for 9-12 year olds, although 9-12 year
olds experience for each activity far more restrictions in
general than 13-16 year olds.

Table 52: Parents’ restrictive mediation of the child’s
internet use, according to child and parent

Child no

% who say that
their parents
sometimes...

Parent

Give out personal

information to 82 5 7 7
others on the

internet

Upload photos,
videos or music to 57 6 11 25
share with others

Download music or 51 6 10 33
films on the internet

Have your own

social networking 41 6 9 .
profile

Watch video clips 33 6 11 51
on the internet

Use instant 34 5 10 51

messaging

QC328 and QP221: For each of these things, please tell me if
your parents CURRENTLY let you [your child is allowed to] do
them whenever you want, or let you do them but only with your
parent’s permission or supervision, or NEVER let you do them.

Note: The latter two options are combined to calculate the
percentage for whom rules or restrictions apply.

Base: All children who use the internet and one of their parents.

Child yes

Parent

Parent Parent
no yes yes

= Compared to the two types of active mediation
discussed early, Table 52 shows that there is more
agreement between parents and children about
whether rules exist - 89% (i.e. 7% + 82%) — regarding
rules related to giving out personal information,
dropping to 82% in the case of uploading material.

Figure 74: Parents’ restrictive mediation of the child’s
internet use, according to child and parent

% Children % Parents
] 91
Girls ] 87
89
Boys ] 83
9-10 yrs 9957
1112 yrs 9
1 90
13-14 yrs 84
1516 yrs —__
Low SES g
Medium SES —
A i 90
. 90
All children 85

0 20 40 60 80 100

QC328 and QP221: Whether your parents let you [your child is
allowed to] do this all of the time, only with
permission/supervision or never allowed.

Note: The latter two options are combined to calculate the
percentage for whom rules or restrictions apply.

Base: All children who use the internet and one of their parents.

= Compared with the various forms of active mediation
(shown in Figure 19), the decline in restrictive
mediation with age is more dramatic, falling from
95% for 9-10 year olds to 71% for 15-16 year olds.

Still, the majority of teenagers are still expected to
follow rules when using the internet. Girls are slightly
more restricted than boys, but the difference is only
4%. This time there is very little difference by SES.
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Figure 75: Parents’ restrictive mediation of the child’s

internet use, according to child and parent, by
country
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QC328 and QP221: Whether your parents let you [your child is
allowed to] do this all of the time, only with
permission/supervision or never allowed.

Note: The latter two options are combined to calculate the
percentage for whom rules or restrictions apply.

Base: All children who use the internet and one of their parents.
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= Looking at national differences, Figure 75 shows the
range is from a high level of restrictions in Germany
(92%) and France (91%) to only 54% in Lithuania —
indicating country differences in restrictive mediation
are substantial.

= There are also some major differences among
countries in terms of how much children and parents
agree that rules exist, with disagreement between the
children’s and parents’ answers highest in Poland
(21% disagreement) and Estonia (12%).

The internet is distinctive insofar as it keeps a record of
previous activity, making it possible for parents to monitor
or check on their children during or, more often, after use
of the internet (Table 53). While restrictive mediation can
be difficult insofar as it causes arguments at home,
monitoring is difficult insofar as it seems to undermine the
trust relation between parent and child.

Table 53: Parent’s monitoring of the child’s internet

use, according to child

% who say 9-12 years 13-16 years

parents check... All
46

Which websites 60 59 36 36
you visited

Your profile on a
social network or 55 59 30 35 40

online community

Which friends or

contacts you add 50 54 27 29 36
to social

networking profile

The messages in

your email or 42 40 17 19 25
instant messaging

account

One or more of 58 57 43 45 (0]
these

QC330: Does your parent/either of your parents sometimes
check any of the following things?

Base: All children who use the internet at home.

= |t seems that the monitoring strategies are
adopted by one in two parents, making this the
least favoured strategy by comparison with
positive support, safety guidance or making rules
about internet use.



Checking which websites children visit is the most
common form of monitoring (46%), perhaps reflecting
the relative ease of doing this.

things themselves rather than their children saying
that their parents do something that the parents
themselves claim that they do not do.

= Checking social networking profiles (40%) or the
friends who are added to those profiles (36%) is less
common, although still more practised than actually
checking the content of children’s messages.

Figure 76: Parent’s monitoring of the child’s internet
use, according to child and parent

= There are notable age differences and it seems that
parents are trying to respect a teenager’'s privacy

m % Children % Parents

65

especially. Girls
. ) P H e Boys
Table 54: Parent’s monitoring of the child’s internet
use, according to child and parent 910 yrs 12
Child no Child yes 1112 yrs n
% who say that their Parent | Parent | Parent | Parent 13-14 yrs 66
parents sometimes... no yes no yes
15-16 yrs
Which websites you 39 15 9 37
visited Low SES
Your profile on a social Medium SES
network or online 45 16 9 31 67
community High SES
Which friends or contacts All children
you add to social 48 16 9 27 t T T T y \
networking profile 0 20 40 60 80 100

The messages in your
email or instant 62 13

8 18 QC330 and QP223: Does your parent/either of your parents

messaging account sometimes check any of the following things?

QC330 and QP223: Does your parent/either of your parents
sometimes check any of the following things?

Base: All children who use the internet at home and one of their
parents.

= Figure 76 shows few gender differences but a
substantial decline in monitoring as children grow
older: 58% of the parents of 9-10 year olds use one
or more forms of monitoring, but only 37% do so for

Base: All children who use the internet at home and one of their
parents.

= From Table 54, it can be seen that parents and

children are mostly in agreement about whether
parents monitor what their children do on the internet
and that this applies both to things that parents are
more likely to do (such as checking on which
websites the children visit) and things that parents
are unlikely to do (such as checking the messages in
the children’s email or instant messaging account).

For the 15% of parents who say they monitor
websites when their child says they do not, it may be
that children simply do not know what monitoring
parents undertake.

As with other mediation activities parents are more
likely than their children to claim that they do certain

their 15-16 year olds. There is virtually no difference
by SES.

Country differences, shown in Figure 77, are
substantial, ranging from 61% of parents monitoring
children’s activities (according to the child) in one or
more ways in Poland down to only to 26% doing this
in Lithuania.

Also substantial are the disagreements between
children and parents over whether monitoring is
taking place, with most disagreements in Finland
(30% disagreement), Norway and Denmark (both
24%) and Cyprus (23%). Lesser, but still striking,
degrees of disagreement exist in a number of other
countries.
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Figure 77: Parent’s monitoring of the child’s internet
use, according to child and parent, by country
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QC330 and QP223: Does your parent/either of your parents
sometimes check any of the following things?

Base: All children who use the internet at home and one of their
parents.
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For the internet in particular, ‘parental tools’ have been
developed as technical solutions to the challenge of
parental mediation. Thus, last, parents and children were
asked if the parents use any technical means to monitor
what the child does online (Table 55).

Table 55: Parents’ technical mediation of the child’s
internet use, according to child

9-12 years 13-16 years
Al

72 73 73

% who say
parents check...

Software to
prevent spam/junk 74 74
mail or viruses

Parental controls

or other means of

blocking or 38 35 24 26 28
filtering some

types of website

Parental controls

or other means of

keeping track of 35 31
the websites you

visit

20 21 24

A service or

contract that limits

the time you 18 15
spend on the

internet

One or more of 76 74 75 75 75
these

QC331: Does your parent/either of your parents make use of the
following?

13 10 13

Base: All children who use the internet at home.

= The major form of technical intervention,
occurring in nearly three quarters of households
(73%) does not relate to safety concerns but
rather to security, being used to control spam
and viruses (Table 55).

= Beyond this, use of technical tools is relatively
low, especially by comparison with other parental
mediation strategies. Still, roughly a quarter of
parents blocks or filters websites (28%) and/or
tracks the websites visited by their children
(24%).



Table 56: Parents’ technical mediation of the child’s
internet use, according to child and parent

Child no Child yes

Parent | Parent | Parent

% who say that their
parents sometimes... no yes

Software to prevent 17 9 8 67
spam/junk mail or viruses

Parental controls or other

means of blocking or 63 9 8 21
filtering some types of

website

Parental controls or other

means of keeping track of 67 9 8 15
the websites you visit
A service or contract that

83 5 6 7

limits the time you spend
on the internet

QC330 and QP223: Does your parent/either of your parents
sometimes check any of the following things?

Base: All children who use the internet at home and one of their
parents.

= Unlike for the use of monitoring software, it seems
children and parents agree over whether parents use
technical tools to mediate their children’s internet use
(Table 56).

= In Figure 78 parents claim to use controls to filter or
block sites their child can visit just slightly more than
do their children (33% vs. 28%). There is little
difference by gender and SES. But filtering tools are
used less, the older the child — and they are used by
only a fifth (21%) of parents of 15-16 year olds .

Parent

Figure 78: Parents’ use of parental controls or other
means of blocking or filtering some types of websites

m % Children % Parents

Girls

Boys

9-10 yrs
1112 yrs
13-14 yrs
15-16 yrs
Low SES
Medium SES
High SES

All children

T Y 1

60 80 100

QC331: Does your parent/either of your parents make use of the
following? Use of parental controls or other means of blocking or
filtering some types of websites. QP224: Do you make use of any
of the following? Parental controls or other means of blocking or
filtering some types of website

Base: All children who use the internet at home and one of their
parents. Note: 9-10 year olds were not asked if their parents used
blocking or filtering technology.

= Figure 79 shows very considerable variation by
country in use of filtering technology, ranging from
46% in the UK, according to children, to 5% in
Romania. In general, filtering is less used in Eastern
European countries and most used in English-
speaking countries. Apart from in Germany, the
Netherlands and Turkey, parents claim to use
controls more than the children say they do, markedly
so in a few countries (Austria, Finland, Sweden,
Belgium andGreece).
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Figure 79: Parents’ use of parental controls or other
means of blocking or filtering some types of websites,
by country

% Parents

m % Children

NO

80 100

QC331: Does your parent/either of your parents make use of the
following? Use of parental controls or other means of blocking or
filtering some types of websites. QP224: Do you make use of any
of the following? Parental controls or other means of blocking or
filtering some types of website
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Base: All children who use the internet at home and one of their
parents. Note: 9-10 year olds were not asked if their parents used
blocking or filtering technology.

10.2. Judging parental mediation

Does parental mediation work? It is possible, although
difficult, to determine whether parental mediation works in
the sense of reducing children’s exposure to online risk or
experiences of harm.”® More straightforwardly, although
less objectively, one can also ask parents and children for
their judgements.

The EU Kids Online survey asked children and parents to
reflect directly on the role played by parents, to throw
some light on what seems to work and, if not, why not. In
future analysis, EU Kids Online will pursue the statistical
relations among parental knowledge of the internet,
parental mediation and children’s experiences of harm.

Thus the survey asked children and parents whether
parental mediation activities are generally helpful or not
(Figure 80).

Figure 80: Whether parental mediation is helpful,
according to child and parent

m % Yes alot % Yes alntle % No

Parent

Parent

13-16 years

All childean

QC332: Do the things that your parent does/parents do relating to
how you use the internet help to make your internet experience
better, or not really? QP225: Do the things that you (and your
partner/other carer) do relating to how your child uses the internet
help to make his/her internet experience better, or not really?

Base: All children who use the internet and one of their parents.



= Both children and parents consider parental
mediation helpful to some degree, it seems. Over
two thirds of children (70%) say it helps a lot or a
little.

= 0-12 year olds are more positive, perhaps
reflecting their relative lack of skills; for them,
parental mediation may indeed be more helpful.

=  Generally, parents and children agree in their
evaluation of parental mediation, although teenagers
(13-16) are a little more critical than their parents
(38% say it does not help vs. 30% of parents saying
this).

Why, overall, might only one quarter of children find

parental mediation very helpful, over four in ten find it a

little helpful, and nearly a third consider it not helpful? The

EU Kids Online survey pursued several possibilities,

including (i) whether children consider that their parents

really know enough about the child’s internet use, (ii)

whether parental mediation is seen as more restrictive of

online opportunities than beneficial, or (iii) whether

parental mediation is just something that children ignore.

Figure 81: How much parents know about their child’s
internet use, according to child

= % A lot % Quite a bit % Just a latle % Nothing
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QC325: How much do you think your parent(s) knows about what
you do on the internet?

Base: All children who use the internet.

= Figure 81 shows that two thirds of children (68%)
think their parents know a lot or quite a bit about

www.eukidsonline.net

their children’s internet use, only 7% claiming that
their parent knows nothing.

= Younger children are more likely to think their parents
know more, in line with the finding that parents
mediate their experiences more than for teenagers.

= Girls are a little more inclined than boys to think that
their parents know a lot.

The balance between well-judged parental intervention in
the child’s internet use and trusting the child to deal with
online experiences themselves is difficult for any parent.

Not all parents may feel confident that they can help their
child deal with anything on the internet that bothers them.
And they may feel that their child is themselves better
able to cope with their own online experiences.

Figure 82: Parents’ ability to help their child and
child’s ability to cope, according to parent

= % Alot % A fair amount % Not at all

% Not very much

Child copes

Parent helps

Child copes

Parent helps

Child copes

All childran

Parent helps

QP233: To what extent, if at all, do you feel you are able to help
your child to deal with anything on the internet that bothers them?
QP234: To what extent, if at all, do you think your child is able to
deal with things on the internet that bothers them?

Base: Parents whose child uses the internet.

= Figure 82 shows that the majority of parents (85%)
are confident about their role, feeling they can
help their child a lot or a fair amount if their child
encounters something that bothers them online.

= Parents of younger children are somewhat more
inclined to say they can help a lot.

Parents are also confident in their child’s ability to
cope with things online that may bother them, with
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over three-quarters (79%) indicating that they have a
lot or fair amount of confidence in their child — this is
more the case for parents of older children.

Another source of doubt regarding the value of parental
mediation is the possibility that parental mediation may
limit opportunities as well as support online safety. Thus,
children and parents were asked whether parental
activities limit what the child can do online (Figure 83).

Figure 83: Whether parental mediation limits the
child’s activities on the internet, according to child

w % Yes, alittie % No

m % Yes, alot

Girls

Boys

9-10 yrs
1112 yrs
13-14 yrs
15-16 yrs
Low SES
Medium SES
High SES

All children

QC333: Do the things that your parent does (parents do) relating
to how you use the internet limit what you can do on the internet
or not really?

Base: All children who use the internet.

= Just under half (44%) of children think that
parental mediation limits what they do online,
11% saying it limits their activities a lot.

= As might be expected given greater parental
mediation, the younger children are somewhat more
likely to say it limits them, and that it limits them a lot.
It is worth noting, however, that the opposite result
might have been predicted, namely that teenagers
would feel more restricted by parental activities than
younger children.

= Figure 83 shows that there are few gender and SES
difference, although a few more children from lower
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SES homes who think parental mediation limits them
a lot. As already noted, there are clear age
differences: the older the child, the less parental
mediation limits them.

Figure 84: Whether parental mediation limits the
child’s activities on the internet, according to child,
by country

m % Yes, alittle = % No

= % Yes, alot

QC333: Do the things that your parent does (parents do) relating
to how you use the internet limit what you can do on the internet
or not really?

Base: All children who use the internet.



= Responses by country (shown in Figure 84) indicate
that children in some countries feel rather more
restricted by parental mediation (e.g. in Turkey,
Ireland and Bulgaria) than in others (e.g. Hungary,
and the Netherlands).

Examining the link between parental mediation and
children’s sense of restriction remains for future research.
So, do children say that they simply ignore parental efforts
to mediation their internet use, as is popularly supposed?

Figure 85: Whether child ignores what parents say
when they use the internet, according to child

w % Yes, alttle % No

m % Yes, alot
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Boys

910 yrs
1112 yrs
13-14 yrs
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All children

T T 1
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QC334: And do you ever ignore what your parent(s) tell you
when use the internet, or not really?

Base: All children who use the internet.

= Figure 85 shows that nearly two-thirds (64%) say
they do not simply ignore their parents’ efforts to
mediate their internet use. However, 29% say they
ignore their parents a little and 8% of children say
they ignore their parents a lot.

= Teenagers are more likely than 9-10 year olds
especially to say they ignore what their parents do or
say about their internet use, although only a little.

= Boys are a little more likely to say they ignore their
parents (possibly a social desirability effect).

www.eukidsonline.net

Figure 86: Whether child ignores what parents say
when they use the internet, according to child, by
country

m % Yes. alot m % Yes, alttle w % No

QC334: And do you ever ignore what your parent(s) tell you
when use the internet, or not really?

Base: All children who use the internet.

= Figure 86 reveals a substantial amount of national
variation. The percentage of children saying they do
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not ignore parental mediation ranges from 46% in the
Czech Republic to 81% in Denmark.

Whether effective or not, there is clearly a considerable
amount of parental mediation of different kinds being
practised in European families. In a cross-sectional
survey, it is not possible to determine whether this
mediation reduces the risk of harm to children online.
Indeed, it may be that parents act as they do precisely
because something has already upset their child.

In other words, the mediating activities may be a response
to problematic experiences in the past. Or it may be that
parents do what they do because they anticipate future
problems, and seek to prevent them. The EU Kids Online
survey asked children and parents about this possibility.

Figure 87: Whether parents do anything differently
because the child has been bothered by something
on the internet, according to child and parent

m % Children % Parents

9-10 yrs
1112 yrs
13-14 yrs
15-16 yrs
Low SES

Medium SES
High SES

All children

40 60 80 100

QC335: Does your parent / Do your parents do anything new or
different these days because you have been bothered by
something on the internet in the past, or not really? QP227: Do
you (or your partner/other carer) do anything different these days
because your child has been bothered by something on the
internet in the past or not really?

Base: All children who use the internet and one of their parents.
= Figure 87 shows that 15% of parents claim that
they mediate differently because of something

that had bothered the child in the past. Only 6% of
children give this explanation for parental mediation.
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Figure 88: Whether parents do anything differently
because the child has been bothered by something
on the internet, according to child and parent, by
country
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QC335: Does your parent / Do your parents do anything new or different
these days because you have been bothered by something on the internet
in the past, or not really? QP227: Do you (or your partner/other carer) do
anything different these days because your child has been bothered by
something on the internet in the past or not really?



= National variation is more noteworthy (see Figure 88):
18% of children claim that their parents mediate
differently because of something that upset them in
Estonia, compared with just 3% in Hungary. Claims
by parents reveal even greater national variation,
from 29% in Turkey to 5% in Greece.

It may not be past problems but rather the anticipation of
future problems that stimulates parents to mediate their
children’s internet use — see Figure 89 for parental
anticipation of future problems encountered by their
children online.

Figure 89: Whether parent thinks their child will
experience problems on the internet in the next six
months

=% Notatdl likey = % Notvery likdy ~ %Fary lkdy % Very likdy
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24 5
zn s
23 I
0 100

QP232: In the next six months, how likely, if at all, do you think it
is that your child will experience something on the internet that
will bother them?

Base: Parents of children who use the internet.

= Figure 89 suggests many parents (73%) are
confident that is not very or at all likely that their
child will encounter anything that bothers them in
the next six months.

= However, 28% think it fairly or very likely that their
child will experience something that bothers them
online in the next six months.

= There seems little variation in this regard by the age
or gender of the child.

www.eukidsonline.net

Last, it may be asked whether children and parents think
the level of parental mediation they receive is about right.
We asked children if they would like their parents to take
more or less interest in what they do online. And we
asked parents if they think they should do more or not.

Figure 90: Whether the child would like their parent(s)
to take more or less interest in what they do online

=S Alotmore - %A Itdemore % Stay thesame® % A litdeless™ % Alotless

i
E L 2
i

@
]
©
>
0
—
'
™
v

g g
s [

0 20 40 60 80 100

QC326: Overall, would you like your parent(s) to take more or
less interest in what you do on the internet, or stay the same?

Base: All children who use the internet.

=  Figure 90 shows that from the perspective of most
children (72%), and even more for teenagers, parents
have got it about right, since these children think the
level of parental interest in their online activities
should stay the same.

= 15% would like their parents to do a little or a lot
more, however. On the other hand, 12% would
like their parents to do rather less.

Figure 91 and Figure 92 examine more closely those
children who would like their parents to take a bit or a lot
more interest in their internet use, by demographics and
by country. We also compare these with the proportions of
parents who say that they should do a bit or a lot more.
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Figure 91: Children who would like their parent(s) to
take more interest in what they do online, and parents
who think they should do more

% Parants
= % Children

Girls

Boys

9-10 yrs
1112 yrs
13-14 yrs
15-16 yrs
Low SES
Medium SES
High SES

All children

QC326: Overall, would you like your parent(s) to take more or
less interest in what you do on the internet, or to stay about the
same? And is that a lot/little more/less? QP226: Speaking of
things you do in relation to your child's internet use, do you think
you should do more, or not really?

Note: graph shows children who say yes, a bit or a lot more, and
parents who say yes, a bit or a lot more.

Base: All children who use the internet and one of their parents.

= Of the 15% of children who would like their parents to
take more of an interest in their internet use, most
strikingly this call comes from younger children (21%
of 9-10 year olds say this) and children from lower
SES homes (also 22%). (See Figure 91).

= Older teenagers and higher SES children are least
likely to wish for more parental interest, although
whether this is because they find it intrusive or they
already have ‘enough’ is hard to determine.

= Strikingly, half of parents (53%) think they should do
more in relation to their children’s internet use. Here it
is the absence of significant differences by age or
SES that is noteworthy — half of parents seem to feel
generally that they should do more but this is not
obviously linked to children’s own sense of need.
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Figure 92: Children who would like their parent(s) to
take more interest in what they do online, and parents
who think they should do more, by country
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QC326: Overall, would you like your parent(s) to take more or less interest
in what you do on the internet, or to stay about the same? And is that a
lot/little more/less? QP226: Speaking of things you do in relation to your
child's internet use, do you think you should do more, or not really? Note:
graph shows children who say yes, a bit or a lot more, and parents who
say yes, a bit or a lot more. Base: All children who use the internet and one
of their parents.



= Country differences in children’'s desire for more
parental input are noteworthy, with children in
Eastern and Southern Europe greatly wishing that
their parents would show more interest in what they
do online — especially Romania, Portugal, Turkey and
Cyprus (see Figure 92).

= By contrast, children in the Netherlands, Denmark
and France wish for little or no further input from their
parents.

= Parents in these and most other countries take a
different view, and their views show little relation to
children’'s wishes. Parents in Cyprus (79%) and
Romania (74%) are most likely to think they should
do more, while parents in the Austria (32%) and the
Netherlands (36%) are least likely to think this.

11.3. Teachers

Parents are not the only adults with a responsibility to
mediate children’s internet use or safety. To aid
comparison, children (although not their teachers)
were asked about the kinds of mediating activities
undertaken by their teachers at school.

One question asked about active mediation of internet
usel (‘have your teachers ever talked to you about what
you do on the internet?’), another asked about restrictive
mediation (‘have your teachers ever made rules about
what you can do on the internet at school?"),”” and the
remainder asked about active mediation of internet safety,
using the items also asked about parents (Table 57).

= Around half of children think that their teachers
have engaged with their internet use in most of
the ways asked about, and 73% of children say
their teachers have done at least one of the forms
of active mediation of internet safety asked about
(and 81% have done any of the forms of
mediation asked about).

= Only one quarter (24%) say their teachers have
helped when something bothered them on the
internet, but doubtless this reflects the relatively few
incidents that bother children.

Table 57: Teachers' mediation of child's internet use,
according to child

% who say
teachers at their
school have
ever...

||!!!!I|II!II!II'I!!!!I'II!II!II

55 58 58 60 58

Helped you when
something is
difficult to do or
find on the internet

Explained why
some websites 55 56 60 60 58
are good or bad

Suggested ways
to use the internet 53 56 60 62 58
safely

Suggested ways
to behave towards
other people
online

45 45 51 50 48

Talked to you

about what to do if

something on the 38 40 42 42 40
internet bothered

you

Helped you in the

past when

something has 24 26 24 23 24
bothered you on

the internet

One or more
forms of active 72 75 76 73

mediation of
internet safety

Made rules about

what you can do 57 60 66 66 62
on the internet at

school

Talked to you
about what you do
on the internet

One or more of all 78 83 84 81
of the above

QC338: Have any teachers at your school ever done any of these
things? (Multiple responses allowed)

52 54 52 54 53

Base: All children who use the internet.
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= Older children report more mediation by teachers,
except there is no age difference in relation to being
bothered by something online. There are few or no
significant gender differences.

= By comparison with forms of active mediation,
children report slightly more mediation from teachers
in terms of rule making.

= Just over half (53%) say that their teachers talk to
them about what they do on the internet.

= Overall, therefore, four in five (81%) report some
mediation of their online activities from their teachers.

= Still, it is noteworthy that one in five of children who
use the internet report that their teachers have not
engaged with them in any of these ways at all.

=  Figure 93 reveals few differences by gender or SES
in children’s experience of mediation by teachers.

Figure 93: Teachers’ active mediation of child’s
internet safety, according to child

% One or more forms of all mediation by teachers
m % One or more forms of active mediation by teachers

Girls | N 82
Boys & 72 81
9-10 yrs 67 71
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15-16 yrs 74 83
Low SES f /i
Medium SES "
High SES e
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QC338: Have any teachers at your school ever done any of these
things? (Multiple responses allowed)

Base: All children who use the internet.

= Age differences are noteworthy: teachers engage
least with 9-10 year olds internet use.

=  Figure 94 shows national variation in the role that
teachers play, from 97% of teachers in Norway
engaging with children’s internet use to 65% in ltaly
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practising at least one form of mediation (and 93% of
teachers in Norway down to 56% in Italy practising at
least one of the forms of active mediation of internet
safety asked about, according to children).

Figure 94: Teachers’ mediation of child’s internet use,
according to child, by country

% One or more forms of all mediation by teachers

m % One or more forms of active mediation by teachers
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QC338: Have any teachers at your school ever done any of these
things? (Multiple responses allowed)

Base: All children who use the internet.



11.4. Peers

Some of the same questions regarding forms of mediation
can also be asked of children’s friends. Previous research
has often shown that children would rather turn to their
friends than to an adult when something online bothers or
worries them.”® But little is known about whether or how
children really support each other in terms of internet
safety.

Five of the questions on active mediation of internet
safety were also asked of friends (see Table 58).

Table 58: Peers’ active mediation of child’s internet
safety, according to child

9-12 years 13-16 years

at their school have
ever... Boys | Girls | Boys | Girls

Helped you when

something is difficult 57 59 66 71 64
to do or find on the

internet

% who say friends

P

Suggested ways to
use the internet 39 41 47 47 44
safely

Explained why some
websites are good or 39 40 42 45 41
bad

Suggested ways to
behave towards 33 35 39 42 37
other people online

Helped you in the

past when

something has 26 25 28 33 28
bothered you on the

internet

One or more of the 77 79 73
above

QC336: Have your friends ever done any of these things?
(Multiple responses allowed)

Base: All children who use the internet.

= Three quarters (73%) of children say their peers
have actively helped or supported their internet
safety in at least one of the five ways asked about
(Table 58).

= As with teachers, this suggests that children do
consider other children quite supportive in general,
more so in the case of older children.

= Peers are much more likely to mediate in a
practical way, helping each other to do or find
something when there is a difficulty (64%). Fewer
say that peers help when they are bothered by
something (28%), but as noted before, this may
reflect the fact that few are bothered. Moreover, this
finding is slightly higher than in the case of teachers
(Table 57).

= Also compared with help from teachers, it seems
peers are less likely to give safety or ethical
advice.

= Generally, older children claim their peers help them
more than do younger children.

= The main gender difference is found specifically with
older girls claiming that their peers help them more in
a variety of ways compared to boys of that age —
although the gaps are just a few percentage points.

Figure 95: Peer mediation of child’s internet safety,
according to child

Girls 7
Boys 73
9-10 yrs 64

11-12 yrs 73
13-14 yrs 78
15-16 yrs 78

Low SES 73

Medium SES 73

High SES 7

All children 73
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QC336: Have your friends ever done any of these things?
(Multiple responses allowed)

Base: All children who use the internet.
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=  Figure 95 indicates few gender or SES differences in
peer support, but it reaffirms the finding that older
children think their peers mediate more, especially
compared with the youngest group of 9-10 year olds.

Figure 96: Peer mediation of child’s internet use,
according to child, by country
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QC336: Have your friends ever done any of these things?

(Multiple responses allowed)

Base: All children who use the internet.
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= Figure 96 shows that country differences in peer
support are, as with teachers, substantial. They range
from 86% of children in Finland and Estonia receiving
guidance from their peers to 63% in France.

= Interestingly, in some of the countries where parents
and children were found to disagree about how much
parental mediation takes place, children report more
support from their peers (e.g. Finland and Sweden).

Distinctively, peer mediation can work both ways. Thus
children were also asked if they advise friends online in
similar ways, specifically as regards how to use the
internet safely.

Figure 97: Peer mediation of child’s safe internet use,
according to child

% Self suggested ways to use the internat safely
m % Friends suggested ways to use the internet safely

Girls

Boys
9-10yrs
11-12 yrs
13-14 yrs
15-16 yrs
Low SES
Medium SES
High SES

All children

80 100

QC337: Have you ever suggested ways to use the internet safely
to your friends. QC336c: Have your friends ever done any of
these things — suggested ways to use the internet safely.

Base: All children who use the internet.

= Overall, 44% of children say they have received
some guidance on safe internet use from their
friends, and 35% say that they have also provided
such advice to their friends (Figure 97).



Older children both help and are helped by peers in Figure 98: Peer advice on how to use the internet

how to be safe online, suggesting a constructive peer safely, according to child, by country
culture among those aged 11 and over.
For the youngest group, children say they benefit % Self suggested ways to use the internet safely
from the support of others more than they themselves m % Friends suggested ways to use the internet safely
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QC337: Have you ever suggested ways to use the internet safely
to your friends. QC336c¢c: Have your friends ever done any of
these things — suggested ways to use the internet safely.

Base: All children who use the internet.
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11.5. Parent, teacher and peer
mediation compared

In designing the questionnaire, for reasons of both
interview length and question repetition (which is useful
for making comparisons but boring for the child
respondent), not all questions were asked of all forms of
mediation. However, one question was repeated across
all the contexts discussed above: have your
parents/teachers/friends ‘suggested ways to use the
internet safely?’

Figure 99 compares children’s receipt of internet
safety advice from parents, teachers and peers.

Figure 99: Whether parents, peers or teachers have
ever suggested ways to use the internet safely,
according to child

% Parents % Peers m % Teachers
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69
58
All children
63

QC329c: Have your parents ever suggested ways to use the
internet safely? QC336c¢: Have your friends ever suggested ways
to use the internet safely? QC338d: Have your teachers ever
suggested ways to use the internet safely?

Base: All children who use the internet.
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It seems that internet safety advice is received
first from parents (63%), then teachers (58%),
then peers (44%).

Interestingly, the rank order varies by demographics.
So, for most groupings, the order is as for children
overall (most from parents, then teachers, then
peers). But for the older teenagers and for
children from lower SES homes, advice from
teachers overtakes that of parents.

In the case of older teenagers, this appears to be
because parents have reduced their guidance, while
teachers maintain their guidance across the age
range.

In the case of children from lower SES homes, this
appears to be because their parents provide rather
less guidance than do those of higher SES parents.

However, the picture is more varied when we look at
different countries (Figure 100). While in most
countries the order is the same, in Portugal teachers
give more safety advice, in Italy and Romania peers
(after parents) give more advice than teachers, and in
Germany it is peers who noticeably give the most
advice.



Figure 100: Whether parents, peers or teachers have
ever suggested ways to use the internet safely,
according to child, by country
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QC329c: Have your parents ever suggested ways to use the
internet safely? QC336c¢: Have your friends ever suggested ways
to use the internet safely? QC338d: Have your teachers ever
suggested ways to use the internet safely?

Base: All children who use the internet.

11.6. Sources of safety awareness

Parents, teachers and peers are clearly important, but
there are also additional sources of information available
to children regarding how to use the internet safely. How
important are these? Use of a range of further sources is
reported in Table 59.

Note that the response options in these tables did not
include parents, teachers or friends, as these are reported
above.

Table 59: Children’s sources of advice on internet
safety (other than parents, teachers or friends)

9-12 years 13-16 years
% Al
Other relative 44 50 45 47 47

Television, radio,

newspapers or 15 16 22 25 20
magazines
Websites 8 6 19 15 12

Someone whose job
is to give advice over 7 6 11 12 9
the internet

Internet service

. 4 3 11 7 6
provider
Youth or church or

) 5 5 7 8 6
social worker
Librarian 5 5 6 6 6
| haven't received
advice from any of 39 37 31 31 34

these

QC339: Have you EVER received advice about how to use the
internet safely from any of these people or places? (Multiple
responses allowed)

Base: All children who use the internet.
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Other relatives (47%), interestingly, are generally
as important as peers in providing advice to
children on how to use the internet safely.

Information received via the traditional mass
media (20%) are less used, with online sources
even less frequently used (12% have gained
safety advice from websites).

Few reports turning to other adults for guidance,
although some get advice from online advisors, youth
workers, their internet service provider or a librarian.

Older children get more advice from more other
sources, with the exception of relatives. There are
few gender differences, although it seems girls get
more advice from the media.

Most significant in Table 59 is that around one third
of children (34%) report that they have not
received safety guidance from any of these
sources, and that younger children report
receiving less advice than do teenagers.

Similar questions were also asked of parents, although a
somewhat different list of advice sources was provided
(Table 60). Additionally the EU Kids Online survey asked
parents where they would like to get information and
advice about internet safety from in the future, so as to
focus further awareness-raising activities (Table 61).

Table 60 indicates that parents get internet safety
advice first and foremost from family and friends
(48%), then traditional media (32%), the child’s
school (27%), internet service providers (22%)
and websites (21%).

Those with younger children (9-12 years) are a little
more likely to get advice from their child’s school.

Interestingly, 13% say they have received safety
information from their own child.

One in seven parents (13%) reports getting no advice
from any of these sources.

Table 60: Parents’ actual sources of information on
internet safety, by age of child

Age of child

%
49 49 44

Family and friends 50 48

Television, radio,

newspapers or &l 32 33 33 32
magazines
Your child's school 28 31 25 24 27
Internet service
. 23 22 22 20 22
providers
Websites with
) . 21 19 22 20 21
safety information
From my child 8 11 14 16 13
Manufacturers
and retailers
. 10 10 10 9 10
selling the
products
Other sources 9 8 8 9 8
Government, local
i 7 8 7 6 7
authorities
Children's welfare
organisations/char 4 4 ® 4 4
ities
None, | don't get
13 12 13 16 13

any information
about this

QP238: In general where do you get information and advice on
safety tools and safe use of the internet from? (Multiple
responses allowed)

Base: Parents whose child uses the internet.

When asked where they want advice from (Table 61):

= The child’s school is the most popular choice for
parents at 43%, while friends and family drop to
third place at 29%.

= Only around 9% of parents say that they don’t
want further information on internet safety.

= Online sources are not unpopular — about one quarter
(26%) would like to receive safety information from
their internet service provider or from websites, and
one in five (20%) would like such information from the
government or local authorities.
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Table 61: Parents’ desired sources of information on
internet safety, by age of child

Age of child
% 11-12 | 13-14 | 15-16
Your child's school 47 47 42 36 43
Television, radio,
newspapers or &l &l 33 31 32
magazines
Family and friends 30 29 29 27 29
Internet service
. 28 27 25 24 26
providers
Websites with
) . 25 25 24 23 24
safety information
Government, local
» 21 20 19 18 20
authorities
Manufacturers
and retailers
. 17 16 16 16 16
selling the
products
Children's welfare
organisations/ 13 13 12 11 12
charities
From my child 9 11 13 14 12
Other sources 6 7 6 7 6
None, | don’'t want
more information 7 10

about this

QP239: In general where would you like to get information and
advice on safety tools and safe use of the internet from in the
future? (Multiple responses allowed)

Base: Parents whose child uses the internet.

Figure 101 shows in a more striking way the gap between
the sources that parents actually get information from
compared to the sources they would like to get this
information from.

= Many parents want far less information from, the
child’s school (16% gap), from Government and
local authorities (13% gap), Welfare organisations
and charities (8% gap) and, to a lesser extent,
from manufacturers and retailers (6% gap).

Figure 101: Parents’ actual and desired sources of
information on internet safety, all children
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QP238: In general where do you get information and advice on
safety tools and safe use of the internet from? QP239: In general
where would you like to get information and advice on safety
tools and safe use of the internet from in the future? (Multiple
responses allowed)

Base: Parents whose child uses the internet.
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11. CONCLUSIONS

This report employs a comparative design to reveal:

0] children’s experiences of the internet across
locations and devices;

(i) similarities and differences by children’s age,
gender and SES;

(i) a range of risks experienced by children online

(iv) children’s perception of the subjective harm
associated with these risks;

(v) children’s roles as ‘victim' and as ‘perpetrator’ of
risks;
(vi) accounts of risks and safety practices reported

by children and their parents;

(vii) data across countries for analysis of national
similarities and differences.

These points provide the structure for our conclusions and
an opportunity to indicate what further analysis will be
undertaken in our future reports.

11.1. Ways of going online are
diversifying

Location. What are the implications of diversification in
children’s place of internet access? The finding that
most (87%) internet-using children going online at
home has obvious implications for policy, suggesting
that in most cases parents are best positioned to
mediate their children’s internet usage. Clearly, this will
be managed differently by different parents, in different
countries and, especially, for different age groups.79
However, the fact that teenagers especially go online
at home in the privacy of their own bedroom - albeit
with national variation - poses specific challenges to
parents. In households with teenagers, provision of skills
to parents and children, and the maintenance of a
constructive dialogue within the family, together with some
rules to provide guidelines for behaviour, are all crucial if
parents are to be neither over- nor under-protective.

Since school is the second most common location at
which children use the internet (63%), teachers have

an important role to play when it comes to educating
children about the safe and responsible use of the
internet. Only schools have the capability to educate all
children on this issue, and their resourcing should support
this crucial role. It must not be forgotten, however, that the
remaining one third of 9-16 year old users will not be
reached by such a policy.

Most children go online in at least one further place, the
overall average being three locations of use. Little is
known about whether and how use may change in
different contexts. In terms of safety policy, therefore,
there is a wider range of adults whose potential for
guidance and supervision has been little addressed yet —
parents of friends, other relatives, librarians, internet café
managers, and so forth.

Devices. A key recent and ongoing change is the growth
in children’s access to the internet via mobile phones or
other handheld devices. The different conditions under
which these different devices are used, and how these
may shape children’s online use and exposure to risk of
harm, are as yet unknown. What this report makes clear is
that, although the personal computer is still the most
common means of accessing the internet, on average
children in Europe go online using two devices, and a
substantial minority now uses a portable device of
one kind or another. As noted earlier, this leaves two
strategies for policy makers to promote — the contribution
of educators in teaching children digital literacy and self-
protective skills, and the role of self-regulatory and/or co-
regulatory management of the online technologies and
services.

It is beyond the scope of this report to examine children’s
exposure to risk of harm as a function of the location of
use or device by which they go online. This will be a key
feature of our future analysis.

11.2. Differences by age, gender
and SES

Age, gender and SES differences summarised here are
examined only on a pan-European level: in subsequent
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reports, EU Kids Online will consider whether these are
differentiated by country.

Age. One of the innovations of the survey is that it
included children as young as nine, considerably younger
than many other surveys. Its detailed findings indicate,
further, that over and again it is the age differences in this
report that are most striking, showing a considerable
variation in experience ranging from the 9-10 year olds up
to the 15-16 year olds surveyed.

The differences begin with access and use, since for
younger children use is generally in a public place while
for older teenagers, use is often private (in their bedroom
or on a mobile device). Although teenagers go online
for much longer per day (this tipping over into what
some acknowledge as being excessive use) younger
children seem to be going online ever earlier in their
lives, having first used the internet at the age of seven,
whereas the oldest group went online only by the age of
eleven.

Nonetheless, the youngest group is notably less
confident that they know a lot using the internet
compared with their parents and even among 11-12
year olds, fewer than half say they have the basic
skills needed for online safety — on average they report
having just one of the eight skills we asked about.
Whether this is the cause or effect of their narrower range
of online activities is hard to say: certainly teenagers
engage in a wider array of online activities than younger
children. Since young children are now going online, it
seems timely to increase the effort to increase their digital
literacy — both through education and by encouraging
more diverse internet use. In this context, the notable
dissatisfaction of the 9-10 year olds with online provision
for their age group also invites policy attention.

Going online early, in advance of adequate skills or online
provision, may in itself be risky for the youngest children
we surveyed. Some of their activities online should be
considered in this context — while it is unsurprising that
three-quarters of teenagers use social networking, it is
less expected, especially given the degree of under-age
use this may imply, that one quarter of 9-10 year olds do
also, especially as these children are no more likely to
keep their profile private than any other age group. While
their lack of technical and critical skills may pose risks for
younger children, for teenagers it is their orientation to
online communication that may pose risks as much as
they open up opportunities: as they grow older, children
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become more likely to see the internet as a means to
‘being oneself’ or talking about private or intimate matters.
Older teenagers are also more likely to communicate
online with people they only know online, even though for
all age groups, most communication is with people also
known face-to-face.

Older teenagers are four times more likely than the
youngest children to have seen pornography, online
and offline, and online the sexual images they have
seen are more explicit. However, among those who
have seen sexual images online, the younger children
are more likely to be bothered or upset by this than
older teenagers — and they are more likely to be upset
by online bullying. Interestingly, older children are
slightly more likely to be bullied on the internet but not
face-to-face, where bullying is almost as common among
9-10 year olds as among 15-16 year olds. These older
teenagers are, however, more likely than 9-10 year olds to
say that they have bullied others, on or offline. We did not
ask the youngest group about exchanging sexual
messages, a decision that seems justified given the
finding that very few of those aged 11-12, the next
youngest age group, have seen or received such
message, this practice being more common (although still
only for minority), and also more explicit in terms of
content, among teenagers. Finally, we note that children
are more likely to encounter potentially harmful user-
generated content (such as hate and suicide sites) and,
less strongly, personal data misuse as they get older.
Overall, it may be concluded that older children
encounter more online risks but are, at the same time,
better equipped to deal with them. Older teenagers
should be the focus of safety measures, therefore,
because their risk of harm is higher in terms of incidence;
younger children should be the focus of safety measures
because the potential severity — their subjective
perception of harm — tends to be greater, and because
they are less well equipped to manage risks themselves.

Gender. In the early days of domestic computing, men
and boys had far greater access than women and girls. In
today’s homes, the differences in girls’ and boy’'s
access to the internet are visible but minor. Since boys
have slightly better access, this may explain their slightly
greater use of the internet, even sometimes using it to
excess, and their tendency to claim a few more digital
skills than girls, but, again, these differences are minor.



What girls and boys do online is generally diverse, but
gender differences are small except that boys play more
games, both alone and with others. Interestingly, boys
are a little more likely to value the internet for offering
an alternative or private mode of communication
compared with face-to-face interaction. Whether for
this reason or because they play more games or, indeed,
because they are more likely to keep their social network
profile public, boys are also more likely to communicate
online with people they do not know offline.

Overall, girls and boys differ little in their reporting of
overall experiences online that have bothered them
personally in some way. However, girls are generally
more likely to be upset by the risks they do
experience, and this may explain why they are also a
little more likely to think that the internet can bother other
children their age. It might be noted, however, that social
desirability factors might discourage boys — and, arguably,
older children — from reporting that they are upset even
when they are. It seems less likely that a reporting bias
would work the other way around (i.e. that girls — and
younger children - would report distress that they do not
feel).

However, boys, especially teenagers, are more exposed
to pornography online, while teenage girls are slightly
more likely to be bullied online. In relation to other conduct
and contact risks — exchanging sexual messages, making
new contacts online and meeting them offline — there are
few gender differences. Girls are, however, more likely to
see pro-anorexic or bulimic content and more likely to
have their personal data misused, while boys are slightly
more exposed to hate sites.

Socioeconomic status (SES). Possible SES differences
were examined throughout this report partly because
digital dis/advantage tends to mirror social dis/advantage,
as revealed by previous research on the so-called ‘digital
divide’.*° They were also examined because SES could
provide an indicator of risk that could help focus policy
interventions. One possibility was that greater internet
access afforded by higher SES homes would enable more
use and therefore might lead to more risk. An alternative
possibility was that the greater difficulties and pressures
faced in lower SES homes might leave children less well
empowered to deal with them. The survey findings
showed that, as expected, SES makes a considerable
difference to the quality and range of children’s access to
the internet, especially at home, in their bedroom, and via
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handheld or mobile devices. In this context it is interesting
that SES does not shape the number of years children
have used the internet for, nor the time they spend online
on an average day, although it does affect the likelihood
that they will use it daily.

Children from high SES homes are more likely to have a
wider, more diverse circle of contacts online, including
more people they do not know offline. Does this translate
into greater risk? Certainly in their overall assessment of
things online that have bothered them, children differ little
by SES. However, children from higher SES homes are
more likely to see online sexual images and to receive
more sexual messages online, but, repeating a pattern
already observed in relation to age and gender, subjective
harm follows a different pattern from that of risk. Thus it is
children from lower SES homes who are more likely
to be bothered or upset by online sexual or
pornographic content. They are also more likely to be
upset by receiving nasty or hurtful messages online
and by seeing or receiving sexual messages.

11.3. Comparing types of risk

An important feature of the EU Kids Online survey is that
it encompasses a range of ways in which the internet
might lead to children encountering risk of harm. In our
future reports, we will examine the relations between
these risks, asking whether some children’'s online
experiences are characterised by multiple types of risk or
whether there are particular relations among risks (e.qg.
being bullied is associated with receiving sexual
messages). Also important is the question of how risks
translate into harm for different children — not only
according to demographic factors but also according to
factors in their lives that might help protect them or make
them more vulnerable.

For this purpose of summarising and comparing findings
already discussed in this report, Table 62 reviews the
incidence of risk online by age (since this is the major
source of differentiation among children) for each of the
risks included in the EU Kids Online survey. For the exact
questions asked, see the previous tables and figures.
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Risks and safety on the internet: The perspective of European children

Table 62: Summary of online risk factors shaping
children’s probability of experiencing harm

All

%

Seen sexual images on
websites in past 12
months

5 8 16 25 14

Have been sent nasty or

hurtful messages on the 3 5 6 8 6
internet in past 12

months

Seen or received sexual

messages on the n/a 7 13 22 15
internet in past 12

months

Ever had contact on the

internet with someone 13 20 32 46 30
not met face-to-face

before

Ever gone on to meet
anyone face-to-face that
first met on the internet

Have come across one
or more types of
potentially harmful user-
generated content in
past 12 months

n/a 12 22 29 21

Have experienced one

or more types of misuse n/a 7 10 11 9
of personal data in past

12 months

Encountered one or 14 33 49 63 41
more of the above

Acted in a nasty or

hurtful way towards 1 2 3 5 3
others on the internet in

the past 12 months

Sent or posted a sexual

message of any kind on n/a 2 2 5 3
the internet in the past

12 months

. 1 3 4 4
Done either of these

Note: for the exact questions asked of children, see earlier
sections of this report (indicated in the text next to this table).

Base: All children who use the internet.

The most common risk of children’s internet use in
Europe is associated with communicating online with
someone the child has not met face-to-face before —
characteristic of 30% of 9-16 year olds (see Figure 59).
It will be noted that such communication is, also, an
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opportunity, for whether the child is thereby making a new
friend or being contacted by a stranger is not easy to
determine in a survey. Thus this finding should be treated
with caution.

Almost as common is exposure to one or more of the
types of potentially harmful user-generated content
asked about (concerned with hate, pro-anorexia, self-
harm, drug-taking or suicide) — this was experienced
by 21% of 11-16 year olds (see Table 43).

Rather less common is children’s exposure to sexual
images online (14% of 9-16 year olds — see Table 9) or
to sexual messages (15% of 11-16 year olds — see
Figure 50).

Less common still is the misuse of personal data
(misuse of the child’'s password, information or
money) — 9% of 11-16 year olds (see Table 45).

This is followed by going to meetings offline with
people first met online (9% of 9-16 year olds — see
Figure 59).

Last, and least common is ‘cyberbullying’ — being
sent nasty or hurtful messages online is reported by
6% of 9-16 year olds — see Table 18).

All risks are increased by age, as also shown in Table 62.
Thus looking across all the risks asked about in the EU
Kids Online survey, 14% of 9-10 year olds have
encountered one or more of these. This percentage rises
sharply to 33% of 11-12 year olds and rises again to 49%
for the 13-14 year olds. Among the 15-16 year olds 63%
report encountering one or more of the risks asked about
in the survey, the average across all 9-16 year olds being
41%.

This list includes risks that may be judged intrinsically
harmful to a greater or lesser degree (bullying, misuse of
personal information). It also includes risks that, as shown
earlier, often do not result in harm (pornography, ‘sexting’,
new contacts, offline meetings), although on the minority
of occasions when they do, children are indeed upset.

It will be recalled that an important part of the framework
for this project has been to emphasise that risk does not
necessarily result in harm — rather, risk refers to the
probability of harm, whether that probability is high or low,
and to the severity of harm, as judged by the child.

For the most common risk — communicating online with
people the child has not met face-to-face, the survey did
not include a direct assessment of harm, for the most
likely harms were already covered by other parts of the



survey (i.e. that the contact would result in a harmful
offline meeting, or that the communication would involve
sexual or bullying messages). It has not been shown by
the survey that the quarter of children who communicate
with new contacts online are significantly at risk.

For the next most common risk — exposure to potentially
harmful user-generated content, the survey did not pursue
the likelihood or severity of any resulting harm. The same
applies to the incidence of misuse of personal data, and
both these risks therefore await further research.

In the case of exposure to online pornography, the survey
did follow up on the relation between risk and harm, as it
did for sexual messaging, meetings with contacts made
online and bullying. The findings can be summarised thus:

= Of the 9-16 year olds who had been exposed to
online sexual images, one in three were bothered
by the experience and, of those, half (i.e. one
sixth of those exposed to sexual images online)
were either fairly or very upset by what they saw.

= Of the 9-16 year olds who had received nasty or
hurtful messages online, while the survey did not
ask if they had been bothered by this experience,
it did find that between half and two thirds had
been fairly or very upset.

= Of the 11-16 year olds who had seen or received a
sexual message online, nearly a quarter had been
bothered by this, and nearly half (i.e. one eighth
of those who received such messages) were fairly
or very upset.

= Of those 9-16 year olds who had met an online
contact offline, one in six were bothered by what
happened and about half of those (i.e.
approximately 1 in 12 of those who had gone to a
meeting) said that they were very or fairly upset
by what happened.

While Table 62 provides a rank ordering of risk, an
admittedly simplified rank ordering of harm, then, reveals
a rather different picture. It seems that being bullied online
— the least common risk — carries the greatest likelihood of
harm to the child who experiences it. Sexual risks —
seeing sexual or pornographic content and receiving
sexual messages — are more commonly encountered but
experienced as much less harmful by children, with little
or no harm reported in the majority of cases. Meeting
online contacts offline is a risk encountered by very few
children and, further, is the least likely to result in a
harmful experience.

Understanding when and why some risks result in harm
for some children bears further investigation, as does the
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far more common finding that, first, most children do not
encounter as many risks online as popularly feared and,
second, when they do, they appear able to cope with
them.

11.4. Children’s roles — victims
and perpetrators

Conduct risks are shaped by the peer culture — but for
policy makers it is difficult to disentangle and intervene in
the resulting practices that occur among children. If one
child bullies another, research on bullying needs to
understand both the circumstances and consequences of
being bullied and also the act of bullying. The same may
be said for sending sexual messages, sexual harassment,
and other forms of peer activity, whether or not this is
problematic. The perspectives of perpetrator and victim
may be very different — a bit of fun on the part of one,
perhaps, and an upsetting incident for the other; or a
malicious act on the part of one, yet ignored by the other.

The EU Kids Online survey has found that, overall,
19% of European 9-16 year olds have been bullied,
online or offline, and 12% have bullied someone else,
in the previous year. Examining online bullying only,
6% have been sent bullying messages while 3% have
sent such messages.

A parallel summary may be given for seeing/receiving
sexual messages versus posting/sending. The survey
found that, for 11-16 year olds only, 15% have seen or
received, and 3% have posted or sent a sexual
message online in the previous year. Note, however,
that while hurtful and nasty messaging is always
negative (although not always harmful), sexual
messaging may be for purposes of entertainment or
intimacy and so not necessarily negative in either
intent or effect.

Each of these practices — bullying and being bullied
online, sending and receiving sexual messages -
becomes more common with age. In all, 4% of children
aged 9-16 have done one or both of these practices (see
Table 62). It remains for our further reports to examine the
characteristics of perpetrators and victims more closely.
Note, in this context, that the categories of perpetrator and
victim have been treated as distinct in this report. But
research is increasingly examining the connections
between them® — are children who are bullied those who,
later, may become bullies? Is sending unwelcome sexual
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messages sometimes retaliation for having received such
a message?

In the next stages of our analysis, we explore the relations
between the role of victim and perpetrator, linking these
roles to subjective evaluations of harm and, further, to the
indicators included in the survey of psychological and
social vulnerability and/or support.

11.5. Children’s and parents’
perspectives on risk

It will be recalled that for each child interviewed, we also
asked questions of one of the child’s parents or carers. In
the case of a two parent family, the parent who was most
involved with the child’s internet use was selected.

Broadly, the survey asked parents three kinds of question
— first about their family, themselves and their internet
use, second about their assessment of their child’s
experience of risk relating to internet use, and third about
their domestic practices in supporting or protecting their
child. Analysis of the first and third kinds of question must
await further analysis.

As regards parental views on the risks experienced by
their children, the results of this survey present a more
complex picture than found for previous studies, largely
because those studies generally cannot match a particular
parent and child. By contrast with past research that has
found an overall generational gap in perceptions of risk —
with children reporting much more exposure to online risk
than parents, this survey has found that, at the level of
overall findings (i.e. for ‘all parents’ and ‘all children’),
perceptions are fairly close. Exceptions have been noted
throughout, but broadly, parents only underestimate to a
moderate degree the risks associated with children’s
online activities, although this varies by country. It may be
surmised that parents are becoming more aware of the
experiences their child may have online, even that
awareness-raising activities are proving successful.
However, this high level of agreement is largely
because both parents and children can agree that
children have not encountered the risks asked about
in the survey.

When the focus is just on those children who have
experienced a particular risk, a different picture
emerges, showing relatively low levels of parental
awareness of their children’s experiences and also a
fair degree of uncertainty on the parents’ part.
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Specifically, parents appear less aware when their
younger children have seen sexual images online
than for their teenagers, and they also underestimate
bullying for both the youngest and oldest children.

Parents are also more likely not to recognise when their
daughter has seen sexual or pornographic images online,
which matters because girls report being bothered or
upset by such images more than boys (they are also more
upset by online bullying and ‘sexting’). On the other hand,
parents are less likely to recognise when their son has
been bullied online, and when they meet online contacts
offline. Given the gendered pattern of risk noted earlier,, it
may be hypothesised that parents are more aware of
gender normative risks to their child (i.e. that boys would
see pornography, that girls may bully and may be at risk
from strangers) than they are aware of the reverse.

In general, in those cases of children who have seen
pornography or sexual messaging, by contrast with
their experiences of bullying and meeting online
contacts offline, parents are particularly likely to say
they don’t know if this has happened to their child. It
seems that sexual matters remain difficult for parents
to discuss with their children.

Parents from lower SES homes are generally likely to
underestimate their children’s experiences of harm, and
they are particularly likely to underestimate harm (from
pornography) or say they don't know about it (in the case
of sexual messaging) in the case of children who have
encountered these risks. However, parents from higher
SES homes are less likely to recognise when their child
has met an online contact offline, something that children
from higher SES homes are more likely than others to do.

Since the internet is most used by children at home, one
clear policy priority is to increase levels of parental
awareness in the case of those children who do encounter
risks through their online activities. Directing awareness
raising activities to fill the gaps noted above — to less
advantaged parents, to parents of younger children, to
raise awareness of risks that don't fit gender expectations
— should therefore be high on the policy agenda.

11.6. Varieties of safety mediation

Just what parents could and should do once they are
aware of the risks that face child internet users is a further
matter. The EU Kids Online survey included a series of
matched question asked of both children and one of their



parents regarding parental mediation practices. What, if
anything, do parents do to support, guide or protect
their children as they go online? Do children give a
similar account of their parents’ activities or, instead,
do they benefit from the support and guidance of
teachers, parents or others?

In contrast to some previous surveys, a fair proportion of
those children who have been bothered or upset by
something that happened on the internet say they did
discuss this with a parent — 45% of those bothered by an
offine meeting with an online contact, 40% of those
bothered by bullying online, 29% of those bothered by
unwanted sexual messages, and 25% of those bothered
by online sexual images. The rank order of these findings
suggests that the sexual nature of some online risks
particularly impedes constructive parent/child discussion
of how to avoid, cope with or otherwise manage these
risks of harm.

Although knowing about the experiences children have
online is important, parental mediation strategies can be
applied whether or not parents know exactly what their
children do online. Moreover, these strategies are
expected to improve the chance of parent-child
understanding regarding the internet. Overall, Section 10
of this report (‘Mediation’) reveals a range of strategies
being pursued by most parents.

Parents appear to prefer active mediation of children’s
internet use to restrictive or monitoring strategies — nearly
nine out of ten do something with their child to share and
guide the experience of using the internet (talking to their
child, staying nearby, encouraging them, and so forth).
The consequences for children of receiving no such input
— claimed by one in eight children — remain to be
understood, but it should be noted that this group of
children may need alternative sources of support, and that
parental mediation cannot be relied on by policy makers in
all cases. Parental mediation tends to decline as children
get older, suggesting that the youngest children — who
arguably most need support — do generally get the
guidance they need. Nonetheless, older teenagers tend to
encounter more risks online and are, still, in need of
particular kinds of support. Whether there are further
reasons that prevent some parents engaging with their
children’s internet use remains to be understood.

A similar proportion of parents (over four fifths) also
actively mediates their child’s internet safety — explaining,
helping, guiding in terms of safety practices, talking about
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problems encountered, and so forth. This suggests some
degree of success for awareness-raising campaigns in
Europe, since over half of parents have discussed with
their child how to behave with others online or what to do
if something problematic is encountered. Again, just one
in eight children claims their parent does none of these
things, and in future research, EU Kids Online will
examine which children, and which parents, these are.

Applying rules (whether simple bans or more complex
forms of restriction) is, again, practised by nearly nine in
ten parents, according to children, with more rules applied
to the disclosure of personal information and, then, to the
uploading of content. Monitoring the child’s internet use in
their absence (e.g. checking the websites they visited or
their social networking profile) is less popular among
parents, practised by two thirds of parents (according to
the parent, although only half of all children are aware of
such practices). Clearly, monitoring internet use raises
some challenges for families in terms of trust, for checking
up on people may seem, unless well understood, an
abuse of trust.

In part because of the demands that the above strategies
place on parents, considerable efforts in recent years
have been devoted to the development of parental tools —
particularly the filtering of content accessible online.
Interestingly here, only around one quarter of parents
uses a filter online, a relatively low level of take-up. Since
three quarters use software to prevent spam, junk mail or
viruses, this does not reflect a blanket rejection of
technical tools. If filters are considered desirable, further
development is required to promote this — possibly to
update the public on the improved operation of filters
(compared with the clumsiness of the early software), or
to package it as part of the set-up when obtaining a new
computer or internet service (as is commonly the case
with spam filters and virus controls).

As with the earlier discussed findings of risks, findings for
parents and children reveal a relatively high degree of
agreement within parent-child pairs. By contrast with
earlier findings of a considerable generation gap, it
appears that parents and children now understand each
other better — in terms of the risks encountered, the safety
practices in operation, and the family norms and
expectations that exist. Nonetheless, some level of
difference in perception persists — generally with parents
claiming to do more mediation than is recognised by the
child.
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The EU Kids Online survey asked parents and children to
reflect on the effectiveness of parental mediation, with
some interesting findings. Younger children especially are
positive that their parents help with their internet use.
Nonetheless, across the age range, only a quarter of
children say their parents are very helpful, and nearly a
third say that parental efforts are not helpful. Two thirds of
children think their parents know a fair amount about their
internet use — again, a significant change from research
findings of just a few years ago. Further, the majority of
parents are confident that they can help their child if
something upsetting is encountered although, as often
claimed too, parents are also confident that their child can
cope by themselves in such situations. Still, over one
quarter of parents expects that something will occur online
in the coming six months that will bother or upset their
child, a far from satisfactory situation.

There are, it seems, some grounds for resistance, with
nearly half of children thinking that parental mediation is
restrictive in terms of their online activities. Moreover, and
possibly relatedly, nearly a third of children say they
ignore their parents to some degree in terms of online
advice or rules. Younger children are, interestingly, both
the most likely to feel restricted by parental mediation but
also the most likely to wish for more parental engagement
with their internet use.

In looking beyond parents to encompass additional
sources of support and safety guidance for children, the
EU Kids Online survey sought to examine the range of
support available to children. Three quarters of children
have received some form of mediation of their internet use
from their teachers, although this varies considerably by
country. Since this is somewhat less evident among the
younger internet users, it seems clear that, as younger
children become internet users their teachers should offer
internet advice and guidance. Peers can be another
source of guidance and, indeed, a similar proportion of
peers are claimed by children as supportive — around
three quarters, although such support is often rather
practically focused on managing to do something the child
finds difficult and rather less on safety or critical skills.

In terms of safety in particular, the findings show that
internet safety advice is received first from parents, then
from teachers and from then peers and other relatives.
However, for older teenagers and for children from lower
SES homes, advice from teachers overtakes that of
parents. This suggests that the importance of teachers in
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compensating for parental support, where this latter is
absent, should be recognised especially for these groups,
as well as in certain countries. One in five European
children say they get safety advice from the mass media,
interestingly almost twice as many as get such advice
from online sources.

Parents, similarly, get safety guidance from a range of
sources, although their preferred source is their child’s
school. Although only one quarter of parents say they
have received information on internet safety from the
school, while almost twice as many have relied on family
and friends and, even, the mass media, nearly half would
prefer to receive such guidance from the school. Online
sources are less popular, but still, a quarter wish for
guidance from their internet service provider or from
websites, and one in six wish for such information from
manufacturers and retailers. Few say they have all the
information they need already.

11.7. Comparing countries

Throughout this report we have compared findings for the
25 countries included in the survey. In the months
following, one EU Kids Online work package will be
devoted to seeking meaningful patterns that compare
findings across countries, so as to interpret the often
considerable variation observed throughout the present
report. In addition to seeking meaningful patterns, we will
also consider how best to explain these patterns. To that
end, a series of external indicators relevant to children’s
use of the internet will be brought into the analysis. As
shown in Figure 4, these include cross-national variation
in socio-economic stratification, regulatory framework,
technological infrastructure, education system and cultural
values.

It is, therefore, beyond the scope of this report to interpret
the variations observed in the foregoing tables and
figures. However, in this section we can bring together the
observed variation in a series of scatter plots that provide
a visual summary of the findings regarding country
comparisons.

Having reviewed the findings of some 400 studies
conducted in Europe over the past decade, most of them
focused on teenagers, EU Kids Online had proposed a
country classification that crossed the proportion of child
internet users in a country with the observed incidence of
risk associated with that online use’® We had observed a
broad correlation, on a country level, between the



proportion of internet users and the incidence of risk —
defined as the percentage of children who had
encountered online pornography, bullying, harassment,
contacts that resulted in offline meetings, and so forth.
Note that this review had included no measures of actual
harm, these being largely unavailable.

In addition to the implication that, as more children go
online, the risk of harm will also rise, we had also noted
that children in some countries encounter more risks
because internet use is so embedded in their culture
(labelled ‘high use, high risk) while children in other
countries encounter more risks because the internet is so
new that it has reached children in advance of an
infrastructure of safety practices and regulation (labelled
‘new use, new risk’). Further, we noted that for an
equivalent degree of use, children in some countries
encountered more risks than in others.

A similar set of conclusions may be tentatively drawn from
the present findings. Since the present survey included
only internet-using children, the measure of use employed
here is the percentage of children who use the internet
every day. In Figure 102 countries are plotted according
to the percentage of internet-using children in that
country. The second variable by which countries are
compared is the percentage of children in each country
who have encountered one or more of the seven online
risk factors listed in Table 62.% It must be borne in mind
that the risks thereby referred to may be larger or, often,
very small in terms of the associated probability of harm.

The horizontal line shows the average percentage of
children in all countries that have experienced one or
more of the risk factors. The vertical line shows the
average percentage of children in all countries that use
the internet on a daily basis.

The overall finding is that the more children in a
country use the internet daily, the more children in
that country have encountered one or more of the
risks. The same is true on the individual level, that
children who use the internet on a daily basis are
more likely than those who do not to have
experienced one or more of the risk factors.®
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Figure 102: Children who have encountered one or
more online risk factors by children who use the
internet daily, by country
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In sum, more use of the internet seems to go hand in
hand with a higher likelihood of being exposed to one or
more of the risk factors. In Estonia, the Czech Republic,
Sweden and several other countries, frequent use is
associated with relatively high incidence of risk
online. The group of countries in the top right of the
figure may be classified still as a combination of
‘higher use, higher risk’ and ‘new use, new risk’,
although which countries fall into these categories differ
somewhat from that in EU Kids Online’'s previous
classification. This may reflect changing practices of
internet use among children and/or changing awareness
and regulatory strategies among industry, government
and policy makers in those countries.

A second group of countries may be termed ‘medium use,
medium risk’, shown towards the left of the vertical line
(average use) and around or below the horizontal line
(average risk). Whether these are heading for a future in
the top right — more risk as use increases — cannot be
determined and there is, arguably, an opportunity to
implement policy interventions in advance of further
embedding of the internet in children’s daily lives.

The small group of countries characterised by high use,
medium risk (Belgium, Poland and the UK) are intriguing,
and will form the subject of our further investigation, as
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will the tendency of Austria, German and France to
experience more risk than other countries (below them in
the figure) where children use the internet to a similar
degree. Finally, it should be noted that Turkey is an outlier
in this figure — far lower than other countries included in
the survey in terms of both risk and use.

We have been at pains to observe, in the framing of the
EU Kids Online project, that there is no simple solution to
children’s exposure to risk of harm on the internet. This
framing is substantially supported by the finding,
hypothesised from the outset, that many encounters
with risk factors of one kind or another do not, for
most children, result in a substantial increase in their
experience of actual harm. The risk of harm is,
according to present findings, relatively small,
although this is not to diminish the distress of the
minority who experiences harm associated with
internet use.

The distinction between risk and harm is illustrated in
Figure 103. Although overall levels of harm reported
by children are substantially lower than the levels of
risk (which, in turn, characterise a minority of
children), the correlation between the two is
positive.®* Thus the bottom right segment shows
countries where both risk and harm are below the country
average. The top right segment shows countries where
both risk and harm are above the country average. What
is interesting is the patterning of countries beyond this
broad trend.

In Finland, Austria and Bulgaria, it appears that reports of
harm (i.e. being bothered or upset by something on the
internet) are distinctively lower than in other countries
where children report a similar level of risk (compare with
the Netherlands, Romania and Slovenia). Similarly, in
Spain, Turkey, Hungary and the UK, children report
somewhat more harm than other countries where
exposure to risk is similar (compare with Italy, Portugal,
France and Germany).

Looking at the graph a different way, it seems that a
similar proportion of children in the Netherlands and
Sweden have been bothered by something online
although children in Sweden have been exposed to more
risks. Or, again, it seems that children in Denmark are
more bothered by risks they encounter than, say, children
in the Czech Republic: is this because they experience
more subjective harm, or because they are more used to
expressing their concerns publically? Disentangling why
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these patterns should occur, and identifying the external
factors that account for this, is a task for our future
research.

Figure 103: Children who have encountered one or
more online risk factors by children who have been
bothered by something online, by country
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As we also emphasised in the framing of the project, risk
reduction achieved by reducing internet use should not be
the overarching goal for policy because internet use is
also associated with many benefits for many children. A
more nuanced approach to harm reduction must,
therefore, be sought.

The positive association between internet use and online
opportunities — and, ultimately, actual benefits — is shown
in Figure 104. Using the same measure of use (the
percentage of children in each country who use the
internet daily), we now compare countries in terms of
online activities. The measure used is the average
number of online activities undertaken by children in a
country (out of the 17 as defined in Table 5).



Figure 104: Children’s average number of online
activities by children’s daily use of the internet, by
country
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Here we see that, for the most part, the more children
use the internet, the more opportunities they enjoy. A
similar correlation is also present at the individual
level.® In the top right are shown the countries where
children make the most of the internet in every sense.
Just below them in the bottom right segment are countries
where children use the internet as much but their range of
activities is a bit narrower. In the top left are countries
where children do a wider range of activities than one
might expect given their frequency of use. And in the
bottom left are those countries where, in educational or
civic spheres, efforts might be appropriately devoted to
increasing the range of children’s online activities. In this
segment, two outliers exist — Turkey, noted earlier to be
distinctly low in terms of use and, it seems, in terms of the
range of online activities; and Ireland, where children have
a narrower range of activities than children in other
countries for an equivalent degree of usage.

So, if more children in a country use the internet daily, this
is, broadly speaking, associated with both more risk and
more opportunities. Since beneficial uses of the internet
will surely develop digital skills and build competence and
resilience to manage online risks, this poses a conundrum
to policy makers.
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To bring the present analysis to a close, Figure 105 plots
countries in terms of the percentage of children who have
encountered one or more risks and, additionally, the
average number of online opportunities enjoyed by
children in that country.

Figure 105: Children who have encountered one or
more online risk factors by children’s average number
of online activities, by country
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More than any particular country groupings, what
stands out from Figure 105 is the broad positive
association between risks and opportunities, as
experienced by children on a country level.#” The more
of one, the more of the other, it appears — a simple finding
but one that demands a complex explanation, to be
pursued in future reports from EU Kids Online.

In this context, it will be interesting to understand not only
in which countries a high proportion of children has
experienced one or more of the risk factors but also, in
which countries is this percentage higher or lower than
would be expected given the range of online activities of
children in that country — and why. For example, the low
number of children in Ireland who have experienced one
or more of the online risks seem to come at the cost of
their range of online activities. In Portugal, by contrast,
low levels of risk do not appear to be at the expense of
the range of activities. Similarly, in Estonia and Lithuania
children enjoy a wide range of online activities but, the
same time, they also encounter higher levels of risk.

141



Risks and safety on the internet: The perspective of European children

Figure 106: Children’s average number of online skills
by children’s average number of online activities, by
country

e ‘o Fl
=2 Average for S| 'P
= A all children _’-PT NOe,.CZ
o 5-
E l e .'.UK.BGSE'
o ES® 'tDK BE FR
= - o -
- J l
3 4 e |E DE i .
E EL® ¢ cY
= 1e0 HU
g3 ;
Q '
> TR |
= '
.
'
2 ; — . : .
5 6 7 8 9 10

Average number of online activities

A positive association across countries is also evident
from Figure 106.% This shows that in countries where
children do a wider range of activities online they also
have more digital skills. However, the association is less
strong, with countries somewhat bunched in the top right
quadrant.

Moreover, there are some thought-provoking contrasts
shown in the table — for example, in Finland and Hungary,
children claim a similar number of online activities, but
Finnish children are considerably more skilled. In
countries where children do a fair amount online but claim
fewer skills (e.g. Cyprus, Hungary and Romania), further
educational support to develop digital skills would seem
vital.

This point is underlined also by the country scatterplot
shown in Figure 107.% This suggests that, for the most
part, as children use the internet more frequently,
they gain more skills. But, in some countries, frequent
use is not associated with such high levels of skills —
notably, Cyprus, Romania and Italy. Some investigation,
and consequently action, regarding why use does not
result in greater skill would seem warranted in these
countries in particular.
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Figure 107: Children’s average number of online skills
by children’s daily use of the internet, by country

;- s
: o F|
é Average for ! Sle . NL
P all children ! EE
o 5 o ! €4 LcesE
= l A" FRe b (Ko LTNC 0BG
: ESO: ° .PL DK
o  E R e el -0 B L )
o 4 - IE ® DE:
= ] [ ]
E EL® ! CcY
2 HU 4 ROe
S T
& 3 - '
[}
S |eTR :
< ]
:
2 T T H T T 1
30 40 50 60 70 80 90

% Use the internet every day

In our final country scatterplot, we compare children’s
overall assessment of the internet in terms of the positive
opportunities it offers them and the negative or upsetting
experiences it poses children of their age (Figure 108).
Here the correlation is still statistically significant, if
weaker than the foregoing, showing a fair spread of
national experiences.”

Broadly speaking, children’s experiences of online
opportunities and risks go hand in hand — the more of
one tends to mean the more of the other. This
correlation holds both across countries and across
individuals. However, the countries may be meaningfully
divided into four groups:

0] countries where children report lots of good
things and where most do not think there are
things to bother children of their age online (e.g.
Bulgaria, UK and Austria);

(i) countries where children report lots of good
things to do online but also a fair proportion think
there are things online that bother people their
age (e.g. Greece and the Czech Republic);

(i) countries where children think there are quite a
few things to bother children their age online,
and are less positive about the internet’s benefits
(e.g. Sweden, Ireland and Estonia).



(iv) Countries where children perceive relatively
fewer benefits or risks of internet use (e.g.
Turkey, Belgium, France).

The explanation for such country groupings is likely to
prove complex, and will be a focus of the upcoming
analysis by the EU Kids Online network.

Figure 108: Children who say that there are a lot of
good things on the internet by children who have
been bothered by something online, by country
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11.8. Keeping risks in perspective

For a careful account of children’s risk of harm associated
with internet use, and so as to enable proportionate policy
initiatives and interventions, several means of keeping
risks in perspective can be attempted. First, throughout
this report we have kept our conclusions closely based on
the actual questions asked to children and the percentage
of children overall who reported particular risks, in order to
avoid vague statements that could lead to over-
generalised conclusions. The second is to retain a focus
on the relation, albeit difficult to investigate empirically,
between risk (the probability of harm) and measures of
harm itself (here, examined using measures of subjective
harm).

A third is to compare risk of harm associated with internet
use by comparison with the other risks faced by children
in their daily lives. We attempted two such comparisons in
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this report. For pornography, it was found that, overall,
23% of children have seen sexual images in one way or
another, and 14% have seen them on the internet. Thus
the internet has become, just, the most common way
children see sexual images followed by 12% on television,
films or videos, then 7% on magazines or books and 3%
on their mobile phone. A second comparison of offline and
online was undertaken in relation to bullying — this found
that overall, 19% of children have been bullied in one way
or another. The most common form of bullying is (still) in
person face-to-face (13%), compared with 6% on the
internet and 3% by mobile phone calls or messages.

A further comparison will be the focus of a future analysis,
drawing on questions in the survey about other areas of
children’s (offline) lives and the risks they may encounter
there.

Also in the coming months, EU Kids Online will compare
the findings presented here with those of other surveys.
This will require careful comparisons in terms of both
question wording and sampling (especially by age). It may
be immediately seen, however, that a number of the
present findings are rather similar to those obtained in
other surveys:

=  For example, in terms of peer practices, the 15% of
European 11-16 year olds found to have received
sexual messages on the internet matches the 15% of
US 12-17 year olds found by Pew Internet to have
received sexual messages on their mobile phone.91

= In terms of overall subjective harm, the 12% of 9-16
year olds who have encountered something on the
internet that bothered or upset them is similar to the
British finding that 16 per cent of 8-15 year olds claim
to have come across something ‘nasty, worrying or
frightening’ online.*

For some of the risks discussed in this report — exposure
to pornography especially, and possibly the incidence of
bullying - the findings resulting from the EU Kids Online
survey may seem low compared to some other surveys.
In this context, several points should be noted.

= A random rather than convenience or self selected or
quota sample was used. Surveys based on telephone
interviewing miss the many households that lack a
land line. Surveys conducted in school may not
achieve random probability samples. We are
confident that the present survey permitted a random
sample of children to give careful, private answers.

= The findings for ‘all children’ (including those
presented by demographics) are based on the
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particular combination of 25 countries included in the
EU Kids Online project, including some countries
relatively new to the internet (e.g. Turkey) that may
have dampened overall averages.

= Children were asked to report the incidence of risk in
the past year (to aid the accuracy of their memory)
rather than, as is common in surveys, whether they
have ‘ever’ experienced a risk. So, for example, if a
child had a phase of looking at pornography but has
stopped some time ago, they will not be included in
these estimates.

= Children were asked to complete sensitive questions
in a private, self-completion mode (either with the
computer screen turned to face them alone or in a
pen and paper questionnaire, with a sealed
envelope). Surveys conducted at school may be
influenced by the presence of the peer group (likely to
increase reporting of risk/harm events). Surveys
conducted at home may be influenced by the
presence of parents (likely to reduce reporting)
although informally, yet systematically, every effort
was made to give the child privacy and keep the
parent out of the room.

= Surveys are often conducted with teenagers. The age
trends in the present findings are generally strong,
and thus the inclusion in overall findings of 9-12 year
olds (half the sample) generally reduces the averages
(hence the systematic presentation of findings broken
down by age).

= Intriguingly, one answer may be time: in recent years,
the considerable increase in awareness raising,
investment in and improvement of safety tools, and
sheer familiarity with the internet among families may
be resulting in safer use. Comparisons with surveys
conducted earlier may thus reflect a genuine
improvement in the context within which children
engage with the internet. The tendency for countries
newer to safety initiatives (e.g. in Eastern Europe)
often to have higher findings for risk of harm to
children supports this tentative hypothesis.

A last means of keeping risks in perspective, as argued
for when framing the project and illustrated in the previous
section, is to keep in mind the vital interdependencies
between internet use, online benefits and online risks. In
short, our approach has recognised that, although the
internet and online technologies afford an array of
interlinked opportunities and risks, there is no necessary
mapping of opportunities onto benefits or risks onto harms
as experienced by children. Instead, what the internet
makes available to children interacts with a range of
individual and contextual factors to determine outcomes.
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These may be positive or negative in ways yet to be fully
understood.

Table 63: Online affordances for children

Opportunities on the | Risks on the internet

internet

Negative If not realised (i.e.
outcomes for | digital exclusion)

Upset (subjective)

Harm (objective)

children

Positive Benefits of internet | Learning to cope
outcomes for | use (resilience)

children

As shown in Table 63 (see left-hand column), online
opportunities may or may not produce beneficial
outcomes. Notably, while gaining access to online
opportunities is wonderful for many children, increasing
the opportunities on offer will exacerbate the problem that
disadvantaged children will miss out. Moreover (right-
hand column), while some risks result in harm (since a
risk can be defined as the probability of harm®), not all
risks necessarily result in harm for all children. In relation
to the internet, the probability that online risk results in
harm to a child is often low. Further, under certain
circumstances children learn to cope, becoming resilient
precisely because of their exposure to a degree of risk.
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12. POLICY IMPLICATIONS

This section provides a summary of EU Kids Online
Report D7.1: Recommendations on Safety Initiatives,
by Brian O’Neill and Sharon McLaughlin. The full
report is available at www.eukidsonline.net.

12.1. Main policy priorities

Five main policy priorities arise from the findings of the EU
Kids Online survey and which suggest new areas of
interest and policy focus for the multiple stakeholders
involved in policy making and implementation.

1. Parental awareness

One important overall finding from the EU Kids Online
survey concerns the lack of awareness that many parents
have regarding risks children face online. 40% of parents,
for instance, were unaware of their children’s exposure to
sexual images online; 56% did not know that their child
had been bullied; 52% were unaware that their children
had received sexual messages; and 61% had no
knowledge of offline meetings their children had with
online contacts. A significant challenge arises for policy
makers however in addressing the gaps in understanding
between parents and children about young people’s
experience online. At the same time, given that the
household remains the most prominent location for
internet use (87%), parents are best positioned to offer
mediation and support for children online.

Parental awareness of risks and safety online needs
to be enhanced. The priority for awareness raising for
parents should be on alerting parents to the nature of
the risks their children may encounter online while
encouraging dialogue and greater understanding
between parents and children in relation to young
people’s online activities. Parents need to be alerted
to the risks involved while avoiding an alarmist or
sensationalist approach. Increasing parental
understanding of the risks has to be a key focus for
awareness-raising, particularly in those countries
where awareness of children’s risk experience is
lowest.

At the same time, the role of parents in providing internet
safety support is central, reinforced by the fact that the
majority of internet use is at home and hence parents are
the potential first point of contact when children
experience difficulties online. In order to assist them in
this respect, emphasis should be given to the
preeminent role parents occupy in supporting safer
internet use for children.

Parents’ preferred sources of information on internet
safety are firstly the child’s school, followed by traditional
media, other family and friends, internet service providers
(ISPs) and other online sources. The fact that the use of
industry tools (safety information, abuse buttons etc.) is
low implies a lack of awareness and/or trust on the
public’s part. Such awareness and trust is something
that industry should seek to raise in order to improve
take up of industry solutions by parents. Industry can
also work closely with Awareness Centres to develop
resources aimed at parents providing up-to-date
advice on the latest technologies, risks and safety
advice. Relevant stakeholders might also strengthen
home-school initiatives such as training programmes,
workshops and information dissemination.

2. Focus on younger users

Children are going online at ever younger ages. Across
Europe, one third of the 9-10 year olds using the internet
go online daily. The average age of first internet use in
some Northern European countries is seven. Younger
children also lack skills and confidence in areas of internet
use that are especially important for safety. Accordingly,
there needs to be a new policy focus on promoting
awareness-raising and support measures designed to
suit the needs of much younger internet users. This
means that not just secondary schools where the
traditional focus has been but primary schools need to
develop new ways of reaching younger children as
users of the internet providing age-appropriate
training and advice. Online resources aimed at younger
children, for instance, must not assume reading
competence. Teacher training also needs to equip
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teachers, particularly within the primary sector where it is
relatively new, with the skills to support younger children.

3. Industry support for internet safety

The essential role of industry is consistently emphasised
in European internet safety policy and expressed through
self-regulatory codes developed to promote good practice
in safer internet safety use. Based on the findings of EU
Kids Online, there are a number of areas in which such
industry efforts should be improved. In keeping with
existing industry voluntary codes, internet service
companies, especially social networking providers,
should provide the maximum amount of security and
highest level of privacy by default for children using
their services. Children are not always able to use
existing technical features and the number of children, for
instance, who are able to change their privacy settings is
less than the number with a social networking profile.
There is also little evidence of availability of online
information regarding internet safety: only 15% of children
have received such information from online sources, and
just 4% from ISPs. Nearly four in ten overall did not
receive advice from any of these sources. There is a clear
need for reliable and accessible online information and
industry should ensure that authoritative internet
safety resources are prominently displayed and
accessible. Information about safety features, for
instance, should be available to all users and their
parents before signing up to a service. Parental
controls as well as technical tools to support
blocking, reporting and filtering should also be a
cornerstone of industry child protection policy with a
need to increase awareness of such mechanisms and
to improve their accessibility and usability to aid
better take-up by parents and children.

4. Digital citizenship

Children and young people are increasingly going online
independently of adult supervision. While the majority of
internet use takes place at home (87%), 49% of young
people go online in their own room. Moreover, 31%
access the internet on a mobile phone and 24% on their
own laptop. The widely promoted internet safety message
of locating the PC used by children in a public space
within the home remains important but is being overtaken
by alternative means of internet access which are less
amenable to adult supervision. Given the increasing trend
towards more privatised use of the internet, the increasing
prominence of mobile access, as well the ever younger
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age of children’s first internet use, awareness raisers are
consequently urged to focus efforts on developing self-
protection and self-responsibility among children. It is
important, therefore, to encourage children to be
responsible for their own safety as much as possible
rather than rely on restrictive or adult forms of
mediation. The focus of internet safety messaging
should be on empowerment rather than restriction of
children’s usage, emphasising responsible behaviour
and digital citizenship. Similarly, the development of
policy, child safety practices and positive online
content should also focus on children as a
competent, participatory group.

Digital citizenship can also be supported through a focus
on developing children’s digital skills. While most children
have a basic level of internet skills, more creative aspects
of online activity are actually not as common as some
more enthusiastic visions of children’s online expertise.
Only 16% of children spend time in a virtual world, and
just 11% have experience of writing a blog. Digital skills
training should, therefore, also focus attention on
broadening the range of activities undertaken
specifically, more creative aspects including content
development, to ensure children avail of all the
opportunities for learning and communicating online.

5. Positive content

Less than one half (44%) of 9-16 year olds are very
satisfied with levels of online provision available to them.
Younger children are the least satisfied with the perceived
quality of online provision — only 34% of 9-10 year olds
say there are lots of good things for children of their age
to do online. Teenagers, by contrast, are the most
satisfied, presumably because they share in wider public
provision.

At the same time, over half of European children aged 9-
16 think that there are things on the internet that will
bother children of their age. One in eight children say that
they themselves have been bothered by something on the
internet in the past year, a fact not recognised by all
parents interviewed. On balance, while it may be said that
children see the internet positively (90% think it true that
‘there are lots of things on the internet that are good for
children of my age’), the overall perception of negative
aspects of the internet requires attention from policy
makers.



There is a responsibility, therefore, on all policy
actors to ensure greater availability of age-
appropriate positive content for children. National
initiatives, given the multi-lingual context of the internet
across Europe are particularly important in this regard.
Responses from children in several large language
communities (France and Spain) were less than positive
about the availability of high quality online opportunities
suitable for their age. Locally produced content of
relevance and accessible to children in their own
language is an interest and concern of children and merits
a strong response from regulatory and industry groups.

12.2. Action at regulatory and
government level

Findings of the EU Kids Online survey highlight areas of
action appropriate at the highest European and
governmental policy levels, including the policy priorities
of the EC’s Safer Internet Programme’. At a general policy
level, it is recommended that

= Cooperative arrangements with industry should
be continued and strengthened to bring about
more effective safer online practices, and to
continue to monitor their implementation on an
independent basis. Specifically, based on the
findings of this survey in the sections that follow, we
identify opportunities for industry to develop greater
positive content for younger children, greater support
for implementing safety features in social networking
sites used by children, as well as the role of industry
in developing resources for digital safety education.
At a policy level, evaluation of the effectiveness of
self-regulatory approaches for industry needs to be
maintained and implemented on an on-going basis.

= Digital divides based on inequalities of access,
usage and knowledge need to be further
understood and addressed through policy action.
Children from high SES homes enjoy a wider range
of access to the internet, especially at home, in their
bedroom, and via handheld or mobile devices.
Children from lower SES homes are more likely to be
bothered or upset by online sexual or pornographic
content, as well as more upset by receiving nasty or
hurtful messages online and by seeing or receiving
sexual messages.

= A digital divide is more pronounced in Southern and
Eastern European countries where children are less
likely to have the level of access enjoyed by children
in other parts of Europe. Research has shown that
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parents’ level of internet use is catching up with that
of children in most European countries. However,
children’s use exceeds that of parents, conforming to
the ‘digital natives’ model, in the Eastern European
countries of Romania, Bulgaria, Poland, Lithuania
and Turkey. As such, targeted initiatives need to
be undertaken, particularly in those
predominantly Eastern Europe countries where
parental use of the internet lags significantly
behind that of children.

= 21% of children have encountered websites
containing potentially harmful user generated content
such as sites containing hate messages,
anorexic/bulimic sites, sites promoting self-harm or
which discuss drug taking. Approximately 10% of
children have experienced some form of personal
data misuse. Little is known about the effects of
such experiences. The experience of mental
health practitioners and allied professionals in
this field may be valuable in addressing how such
potentially negative features of children’s online
experience should be addressed through policy.

At the national level, governments are responsible for
legislative and regulatory controls, especially in relation to
illegal content but also in relation to issues of protection of
minors, data protection, ensuring freedom of expression
and information, privacy, industry regulatory
arrangements and educational policy and they are
responsible for supporting internet safety initiatives at
governmental level.

Many of the policy issues identified in this report as
relevant at the European level apply also at national level.

= Governments and regulators, for instance, can
encourage the development of positive online
content through production funding programmes
and incentive schemes.

= While the density of information and
communications technology (ICT) regulation at
national level varies across Europe, the available
degree of oversight or control that national
governments have in relation to internet safety
should be utilised to ensure effective regulation
and evaluation of industry compliance with
agreed codes of practice and national self-
regulatory schemes.

=  The need for more extensive digital skills training and
internet safety education arises directly from findings
in relation to skills gaps, particularly among younger
children, where on average children say they have
just three of the eight skills asked about. National
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governments should therefore ensure that digital
skills and internet safety are prioritised within the
national educational curriculum particularly in
countries such as Turkey, Romania, Italy and
Hungary where a skills deficit is particularly
pronounced.

12.3. Actions from industry

Industry — whether this refers to Internet Service Providers
(ISPs), content developers, service developers, or
representative industry associations — all have a crucial
role to play in facilitating and promoting online safety.
Industry also has a strong interest in ensuring children
have positive experiences online. As participants in co-
regulatory agreements and codes of practice, SNS
providers, and mobile communications operators
undertake to support internet safety through information
dissemination, through technical supports and child
protection policies.

= In the EU Kids Online survey, only 56% of children
are able to change their privacy settings, as a core
digital skill. In keeping with co-regulatory
agreements and codes, therefore, operators
should provide the maximum amount of security
and highest level of privacy by default for
children using their services.

=  Given that one quarter (26%) of children aged 9-10
report having their own social networking profile, and
with the likelihood that many of these are ‘underage’
for the services they use, special attention needs to
be given by SNS providers to the data protection
and privacy issues surrounding the large number
of younger children using SNS.

= It is also clear, given the increasingly privatised use
of the internet found in this survey, that children and
young people will not always have adult supervision
available. Industry can assist in this regard by
ensuring that prominent internet safety advice
and user-friendly internet tools that encourage
children to be self-governing should be promoted
by all service providers.

= In response to the finding that just 44% of young
people are satisfied with the provision of online
content, industry, including both public and
private sector companies, is encouraged to
develop more positive online content, especially
for younger users. Awareness Centres and NGOs
can assist in fostering partnerships with industry
groups in developing dedicated content for
younger children.
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= Despite the major policy emphasis on the use of
parental controls or filters as a means of monitoring
children’s internet use, just one third of parents
actually use them. Industry developers can
support greater uptake of such tools by
developing more innovative approaches to the
development of parental controls that are
effective and meet the needs of parents and
children.

12.4. Actions related to
awareness-raising

Awareness-raising is a central element of European
internet safety policy and Insafe’s extensive network of
Awareness Centres is the principal platform by which
internet safety is promulgated. Many of the issues arising
from findings in the EU Kids Online survey unsurprisingly
relate to awareness-raising activities, relating variously to
the form and content of internet safety messaging, priority
target groups and areas of risk that require particular
attention.

A general theme arising from the survey’s findings is that
empowerment rather than restriction of children’s usage
and activities online is likely to be a more effective focus
of internet safety messaging. Given the increasing trend
towards more independent and privatised uses of the
internet through increasing mobile access, as well as the
ever younger age of children’s first internet use,
Awareness Centres may need to focus efforts on fostering
a sense of self-responsibility among children while
targeting. Specific safety messages with regard to mobile
devices and other platforms are required as is a special
focus on younger children as internet users and with
appropriate resources tailored to their needs.

The following emerging trends regarding internet usage
also imply new areas of focus for awareness-raising:

= Nearly one quarter of children report one or more
experiences associated with excessive internet use
rising to over a third of 11-16 year olds in countries
such as Estonia and Portugal. Greater awareness,
therefore, of the potential dangers of excessive
internet use should be incorporated into internet
safety awareness-raising initiatives.

= About 12% of children access the internet in
cybercafés or other public locations. This is
particularly important in countries with less home
access. As such internet safety advice should
also be available in those public locations for



internet access used by young people (internet
café, public libraries etc.) and safety messages
should be prominently displayed for internet
users. A case may be made for regulation of
venues offering public internet access with
responsibility for provision of internet safety
provision placed on owners and service
providers.

In relation to the content of internet safety messages and
awareness-raising campaigns, specific issues arising from
the findings of the EU Kids Online survey include the
following:

= In recognition of the children who have been
bothered by something on the internet in the past
year (12% of all children), schools and parents should
reinforce the importance of reporting abuse while also
encouraging children and young people to speak to
an adult when they come across upsetting content.

= The most common way in which children come
across sexual images online is through images that
pop up accidentally (7% of all children; 12% of 15-16
year olds). In order to avoid such accidental
exposure to any unwanted content online, safety
awareness messages need to give greater
emphasis to the filter and safety settings of
browsers and websites (including search engines
and video hosting sites), informing parents and
children about how to block such content.

= The easy availability of pornography online causes
much public debate and anxiety with respect to
children’s use of the internet. The finding that the
internet is now the most common way for children to
see sexual images (14%), marginally more than on
television, films or videos (12%), may fuel further
concern in this regard. The only observable gender
difference is that teenage boys are more likely than
girls to see pornography on websites, suggesting that
when it comes to teenage boys, there is at least
some degree of deliberate exposure, at least for a
minority (24%). The principal implication arising is
that safety messaging should be measured in
approach, avoiding implications of harm and
seeking to empower parents and children to talk
about the subject of sexual images online.

With regard to wide concern about cyberbullying, a
number of specific implications arise for awareness-
raising policy. Social networking and instant messaging
are the most common online channels in which children
are the targets of nasty or hurtful messages. As such,
awareness-raising should focus on SNS sites and IM.
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Given that 12% of children also report that they have
bullied others, education programmes should address the
child as both victim and perpetrator.

=  Given that face-to-face bullying was found to be
more common than cyberbullying, anti-bullying
messages should avoid over-sensationalising
online features.

=  Awareness raising in countries where bullying is
more prominent should prioritise this as one of
the key risks of children online.

Of the 6% who have been bullied online, this is fairly
upsetting or very upsetting for over half (54%), more so
for younger children for whom the effect was longer
lasting and for children from lower SES homes. Bullying is
rarely trivial, in other words, and more vulnerable children
need targeted support to enable them to cope more
effectively. With regard to internet-specific responses to
cyberbullying, deleting the hurtful messages and blocking
the person who sent the hurtful messages was seen by
children as being effective. Blocking unwanted contacts is
clearly beneficial and should be encouraged. However,
children require the knowledge and confidence to do this.
The small proportion that changed their filter settings
(18%) or reported the problem online (9%) suggests that
such technical features require greater promotion on the
part of service providers as well as better training in digital
skills programmes. In summary:

= Internet safety awareness dealing with
cyberbullying should include responses and
coping strategies targeted at children of different
ages, enabling them to cope with situations that
may arise in online communication and social
networking.

= Awareness Centres and educational authorities
should provide teachers with resources enabling
them to be alert to, and be able to respond to,
incidents of cyberbullying.

With respect to some of the targeted messages that may
be needed:

= A quarter (25%) of the children who have received
sexual messages were bothered by this. Girls,
younger children and children from lower SES homes
appear to be more affected and it is these groups
who should be the main target of policy interventions.
Internet safety for older children should also
foster an understanding of privacy and the harm,
inadvertent or otherwise, that can be caused by
sexual messaging.
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= Since instant messaging and social networking
sites are the most common platforms for
encountering sexual messages online,
educational and awareness-raising initiatives
should focus on these.

= There is an overall under-utilisation of parental
controls, with just under a third (28%) of parents
preferring to use these. Awareness Centres are well
positioned to disseminate information about
parental controls and to ensure that information
for parents about available technologies and
services is available in an accessible and user-
friendly form.

12.5. Education and schools

Schools are uniquely placed to address all children on
internet safety and are regarded by parents as the most
trusted source of information about internet safety
information. Schools, as the second most common
location for going online after the home, also provide
children with important access opportunities. The pivotal
role of schools in supporting ICT education and internet
safety as such needs to be adequately resourced.
Teachers and other educators are charged with
considerable responsibility for digital skills and e-safety
education and need to be supported to carry out this role.
Actions relevant to the educational system include:

= With the age of first internet use as low as seven,
schools need to develop new ways of reaching
younger children as wusers of the internet
providing age-appropriate training and advice.
Teacher training needs to equip teachers, particularly
within the primary sector where it is relatively new,
with the skills to support younger children.

= Schools should provide special programmes aimed at
educating and including those who do not have
Internet access outside schools, making sure they do
not miss out on peer-group opportunities and have
sufficient skills.

=  While most children have a basic range of skills
relating to safe practices online, there are clear gaps
particularly in relation to skills concerning privacy
settings, the focus of extensive awareness-raising
campaigns. Digital skills training for young people
needs to be emphasised on an ongoing basis, to
include both internet safety skills as well as more
creative aspects of internet use, to ensure that all
children reach a minimum basic standard.
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= The significant proportion of children (26%) reporting
that their social networking profile is public so that
anyone can see it raises a number of public
concerns. More restrictive privacy settings may, from
the child’'s point of view, be associated with inhibiting
the expansion of one’s list of contacts. Therefore,
advice regarding privacy settings must carefully
balance children and young people's desires to
socialise and interact online while prioritising keeping
safe. Education should pay particular attention to
the child’'s self-management of online content
and behaviour, enabling young people to become
more critically aware of the benefits and risks
associated with posting content online.

= Significant potential for peer-to-peer education
and intervention programmes in appropriate
settings including schools has been identified in
this survey. For instance, of those children aged 9-
16 who had been bothered by seeing sexual images
online, it was more likely that they would tell a friend
about the last time it happened (33%). An even
greater number (37%) confide in a friend if bothered
by sexual messages they had received.

= With reference to cyberbullying, the low proportion of
children who had been bullied who told a teacher
(7%) raises questions as to why the educational
environment is not conducive to dialogue. Teachers
need to be alert to the risks of bullying online and
to be able to respond when incidents arise.

= Parents express a clear preference for schools as the
best source of safety information (43% over and
above other sources of information). In order to
support and develop the effectiveness of parental
mediation, schools should strengthen home-
school initiatives such as training programmes,
workshops and information dissemination.

12.6. Issues and advice for parents

The need for greater levels of parental awareness of risks
faced by children online is referred to above. A priority for
awareness-raising for parents should be on alerting
parents to the nature of the risks their children may
encounter online while encouraging dialogue and greater
understanding between parents and children in relation to
young people’s online activities.

Specific advice for parents includes:

= As they are not always available or able to
supervise their children’s online activities,



parents should seek to promote self-management
skills for their children.

Parents should discuss issues of excessive
internet use with their children and agree limits of
screen time and internet use at home.

With a significant proportion of children (26%)
reporting that their social networking profile is public,
parents should discuss privacy settings with their
children, being respectful of their children’s
privacy while being alert to the risks involved.

Face-to-face meetings with online contacts has been
a matter of policy concern. In the EU Kids Online
survey, 11% of children who had gone on to meet
new people offline were bothered by the experience.
Significantly, 31% of 9-10 year old children were
bothered or upset by some aspect of it. This
suggests that, despite the relatively low
occurrence of such meetings, contact risks
should remain a priority in child safety strategies
and parents, teachers and other responsible
adults should be made alert to the risks involved.

Parents should encourage their children to
experience positive content online and to develop
digital skills through participation.

www.eukidsonline.net
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ANNEX 1: EU KIDS ONLINE

Overview

EU Kids Online Il: Enhancing Knowledge Regarding
European Children’s Use, Risk and Safety Online is
funded from 2009-2011 by the EC's Safer Internet
Programme.®*

The project aims to enhance knowledge of European
children’'s and parents’ experiences and practices
regarding risky and safer use of the internet and new
online technologies, in order to inform the promotion of a
safer online environment for children among national and
international stakeholders.

Adopting an approach that is child-centred, comparative,
critical and contextual, EU Kids Online has conducted a
major survey of children’s experiences (and their parents’
perceptions) of online risk in 25 European countries. The
findings will be disseminated through a series of reports
and presentations during 2010-12.

Objectives

= To design a robust survey instrument appropriate for
identifying the nature of children’s online access, use,
risk, coping and safety awareness.

= To design a robust survey instrument appropriate for
identifying parental experiences, practices and
concerns regarding their child’s internet use.

= To administer the survey in a reliable and ethically-
sensitive manner to national samples of internet
users aged 9-16 and their parents in Europe.

= To analyse the results systematically to identify core
findings and more complex patterns among findings
on a national and comparative basis.

= To disseminate the findings in a timely manner to a
wide range of relevant stakeholders nationally, across
Europe, and internationally.

= To identify and disseminate key recommendations
relevant to the development of safety awareness
initiatives in Europe.

= To identify remaining knowledge gaps and
methodological guidance to inform future projects on
the safer use of online technologies.

Work packages

WP1: Project Management and Evaluation: ensure
effective conduct and evaluation of work packages.

WP?2: Project Design: design a robust survey instrument
and sampling frame for children and parents.

WP3: Data Collection: tender, select and work with the
subcontractor appointed to conduct the fieldwork.

WP4: Data Reporting: cross-tabulation, presentation and
report of core findings.

WPS5: Statistical Analysis of Hypotheses: analysis and
hypothesis testing of relations among variables.

WP6: Cross-National Comparisons: interpretation of
similarities and differences across countries.

WP7: Recommendations: guide awareness and safety
initiatives and future projects in this field.

WP8: Dissemination of Project Results: dissemination to
diverse stakeholders and the wider public.

International Advisory Panel

= Maria José Cantarino, Corporate Responsibility
Manager, Telefonica, Spain.

= Dieter Carstensen, Save the Children Denmark,
European NGO Alliance on Child Safety Online.

=  Professors David Finkelhor and Janis Wolak, Crimes
against Children Research Center, University of New
Hampshire, USA.

=  Will Gardner, CEO of Childnet International, UK.

= Dr Ellen Helsper, Department of Media and
Communications, London School of Economics, UK.

= Amanda Lenhart, Pew Internet & American Life
Project.

=  Prof Eileen Munro, Department of Social Policy,
London School of Economics, UK.

=  Annie Mullins, Global Head of Content Standards,
Vodafone, UK.

= Kjartan Olafsson, University of Akureyri, Iceland.

= Janice Richardson, project manager at European
Schoolnet, coordinator of Insafe, Brussels, Belgium.

= Agnieszka Wrzesien, Project Coordinator, Polish
Safer Internet Node, Nobody’'s Children Foundation.
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Country National Contact Information | Team Members
Austria (AT) Ingrid Paus-Hasebrink ingrid.paus-hasebrink@sbg.ac.at | Ingrid Paus-Hasebrink
Department of Audiovisual Communication, University of | Andrea Durager
Salzburg, Rudolfskai 42, A-5020 Salzburg, Austria
Belgium (BE) Leen D'Haenens Leen.DHaenens@soc.kuleuven.be Leen d'Haenens Katia Segers

Centrum voor Mediacultuur en
Communicatietechnologie (OE), OE Centr. Mediacult.&
Comm.technologie,

Parkstraat 45 — bus 3603, 3000 Leuven, Belgium

Veroénica Donoso
Sofie Vandoninck
Joke Bauwens

Bulgaria (BG)

Jivka Marinova gert@mbox.contact.bg
Gender Education, Research and Technologies
foundation, P.O.B. 963, Sofia 1000, Bulgaria

Jivka Marinova
Diana Boteva

Cyprus (CY)

Yiannis Laouris laouris@cnti.org.cy

Cyprus Neuroscience & Technology Institute
Science Unit of the Future Worlds Center

5 Promitheos, 1065 Lefkosia, Cyprus

Yiannis Laouris
Tatjana Taraszow
Elena Aristodemou

Aysu Arsoy
Czech Republic (CZ) David Smahel smahel@fss.muni.cz David Smahel Anna Sevéikova
Faculty of Social Studies, Masaryk University Stepan Koneény Petra Vondrackova
Jostova 10, 602 00 Brno, Czech Republic Lukas Blinka Alena Cerna
Denmark (DK) Gitte Stald stald@itu.dk Gitte Stald
IT University of Copenhagen,
Ruud Langgaards Vej 7, 2300 Copenhagen, Denmark
Estonia (EE) Veronika Kalmus Veronika.Kalmus@ut.ee Veronika Kalmus Andra Siibak
Institute of Journalism and Communication, University of | Pille Pruulmann- Kadri Ugur
Tartu, 18 Ulikooli St., 50090 Tartu, Estonia Vengerfeldt Lennart Komp
Pille Runnel
Finland (FI) Reijo Kupiainen reijo.kupiainen@uta.fi Reijo Kupiainen Riitta Kauppinen

Department of Journalism and Mass Communication,
University of Tampere, 33014 Finland

Kaarina Nikunen
Annikka Suoninen

France (FR)

Dominique Pasquier Dominigue.Pasquier@ehess.fr
Ecole Nationale Supérieure des Télécommunications
46 rue Barrault, 75013 Paris, France

Dominique Pasquier
Sylvie Octobre

Elodie Kredens
Pauline Reboul

Germany (DE)
(Management Group)

Uwe Hasebrink u.hasebrink@hans-bredow-institut.de
Hans Bredow Institute for Media Research
Warburgstr. 8-10, D - 20354 Hamburg, Germany

Uwe Hasebrink
Claudia Lampert

Greece (EL)

Liza Tsaliki etsaliki@media.uoa.qr

Department of Mass Media and Communications
National and Kapodistrian University of Athens

5 Stadiou Street, Athens 105 62, Greece

Liza Tsaliki
Despina Chronaki
Eleni-Revekka Staiou

Kalpaki Kornilia
Konstantina
Michalopoulou

Hungary (HU)

Bence Séagvari bence.sagvari@ithaka.hu
Information Society and Network Research Center —
ITHAKA, Perc u. 8, Budapest, 1036 Hungary

Anna Galacz
Bence Séagvari
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ANNEX 3: SURVEY DETAILS

Sampling

L] For each country, samples were stratified by region and
level of urbanisation.

L] Sampling points were selected from official and complete
registers of geographical/administrative units.

L] Addresses were selected randomly by using Random Walk
procedures in most countries. In a few countries we used an
alternative approach to recruitment which fitted better with
local standard practice, keeping to the principle of random
selection.

L] At each address that agreed to interview we randomly
selected one child from all eligible children in the household
(i.e. all those aged 9-16 who use the internet) on the basis
of whichever eligible child had the most recent birthday. If a
household contained more than one parent/carer, we
selected the one who knew most about the child and their
internet use.

Fieldwork

Fieldwork was carried out between April and August 2010. A
parent interview was conducted for every child interviewed.

The child interview was conducted face-to-face, with a self-
completion component for the sensitive questions on online risks
as well as the interviewer-administered one. Incentives were
used to encourage participation in some countries.

The questionnaires were developed by EU Kids Online with
guidance from Ipsos MORI. They were tested and refined by a
two-phase process of cognitive interviewing and pilot testing.

] Phase one cognitive testing involved 20 cognitive interviews
(14 with children and six with parents) in England using an
English language questionnaire. Several refinements were
then made to the questionnaires.

] The amended master questionnaires were then translated
and cognitively tested via four interviews in each of 16 other
countries, to ensure testing in all main languages. A small
number of parent interviews were also conducted in some
cases. Again, amendments to the questionnaires were
made for the final versions.

] Before the main fieldwork, a pilot survey was conducted to
test all aspects of the survey including sampling, recruitment
and the interview process. A total of 102 pilot interviews
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were carried out across five countries: Germany, Slovenia,
Ireland, Portugal and the UK.

Data processing

L] The questionnaires, with all response options and full
interviewer instructions, are online at www.eukidsonline.net.

L] Weighting: three forms of weighting have been applied to
the data — (i) design weights which adjust for unequal
probabilities of selection; (ii) non-response weights which
correct for bias caused by differing levels of response
across different groups of the population and (i) a
European level weight which adjusts for country level
contribution to the overall results according to population
size. As there are no available data on the population of
children aged 9-16 who use the internet by country, these
percentages were estimated using data from Eurobarometer
and Eurostat.

L] Socio-economic status (SES): information relating to the
head of household’'s (designated as the chief income
earner) level of education and occupation was collected
during the screening process. Responses to level of
education and employment were then grouped and cross-
referenced with each other to calculate one of three levels of
SES: low, middle and high. Note that, as is often the case
with European research, a uniform approach was taken to
the calculation of SES across all 25 countries; thus SES is
not relative to the differences between the socio-
demographic make-up of each country.

Accuracy of the findings

To judge the accuracy of numbers in studies like the one carried
out in the EU Kids Online project it is first necessary to
distinguish between two types of error: random error and
systematic error (or bias). All numbers presented in this report
are to some extent affected by these and are thus essentially
estimates of some true (but unknown) values.

Systematic error (or bias) occurs when the estimates provided in
the study are systematically higher or lower than the true value.
This can for example be the result of sampling procedures or
measurements (e.g. question wording). The EU Kids Online
survey has been carefully designed to avoid such error. The
cognitive testing of the survey instruments is an example of
efforts taken to minimise systematic bias.



Random error occurs because not all children in all of the 25
countries were interviewed: the results from the samples of 1,000
children in each country will invariably depart slightly from the
findings that would have been obtained had it been possible to
interview all children. This difference is small and gets smaller the
more children there are in the sample. However, the smaller the
group being analysed, the greater the random error. Further, very
small (or very large) percentages (e.g. when few children have
experienced a particular risk) are more accurate than
percentages closer to 50%.

Figure 109 shows how the random error behaves for three
typical groups. The lowest line approximates how the margin of
error varies for estimates based on the whole data set (all
children in all countries). The middle line shows how the margin
of error varies for estimates based on data from all children in a
single country. The top line shows how the margin of error varies
for analysis based on small groups (e.g., just children who have
experienced a certain kind of risk and been bothered).

Figure 109: Estimated margin of error for analysis
based on groups of different size in the EU Kids
Online study
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To give an example of how this works it is possible to look at the
number of children who have seen sexual images on any website
which is estimated at 14% in the report. This estimate is based
on answers from over 25,000 respondents and thus has a very
small margin of error (only around + 0.4 percentage points). In
Turkey approximately the same number of children (13%) say
that they have seen sexual images on any website but as this
estimate is based on answers from about 1,000nd respondents in
Turkey the margin of error becomes larger (around + 2.4

www.eukidsonline.net

percentage points). The margin of error is then lower for
Germany (5% + 1.6 percentage points) but higher for Estonia
(30% + 3.4 percentage points) where the same number of
respondents has participated in the survey in each country but
where the lower percentage (5%) has a lower margin of error
than the higher percentage (30%).

When working with the overall findings from all children in all
countries or for all children within each country the random error
is in most cases very small. For some parts of the dataset, the
groups being examined are small and thus due care has been
taken not to exceed the analytical possibilities of the data.
Readers of the report should take care not to over generalise
from findings based on small subsets of the data.

Confidence intervals for the percentages in this report are
reported as follows. For most numbers, the confidence interval is
below +/-5%. Where the confidence interval is between 5-10%,
this is marked, meaning that there is a 95% certainty that the
interval of +/- 5-10% around the marked number contains the true
percentage in the population. For a few numbers, the confidence
interval exceeds 10% and these are also marked, meaning that
there is a 95% certainty that the interval of +/- 10+% around this
number contains the true percentage in the population). Such
percentages are included as an indicative approximation of the
population value not ensuring accuracy.

Research materials

Materials and resources associated with the research process
summarised above are available at www.eukidsonline.net.

L] Technical report on the fieldwork process

L] Original questionnaires (for children, for parents)
L] Letters to parents and safety leaflets for children
L] Research ethics procedures

L] Cross tabulations of core findings

These are freely available to interested researchers and research
users, provided the following credit is included:

This [article/chapter/report/presentation/project] draws on
the work of the ‘EU Kids Online’ network funded by the EC
(DG Information Society) Safer Internet Programme (project
code SIP-KEP-321803); see www.eukidsonline.net.

If outputs result from the use of these resources, we request that
an email is sent to inform wus of this use, to
Eukidsonline@lse.ac.uk. The dataset will be made public in late
2011.
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Details of main fieldwork, by country

Country

Children in
population

9-16 years™

Estimated
children

online®

Number of
interviews

1,000

Interview
methodolog

y

Method of address
selection

Fieldwork
dates 2010

Austria (AT) 739,722 86% PAPI Random Walk 24 April-25 July
Belgium (BE) 974,461 78% 1,006 PAPI Random Walk 6 May-14 July
Bulgaria (BG) 554,032 91% 1,088 PAPI Random Walk 6 May-24 June
Cyprus (CY) 82,059 68% 806 PAPI Random Walk 17 May-20 Sept
Czech 809,443 90% 1,009 PAPI Pre-selected households - 21 May-2 July
Republic (C2) telephone recruitment
Denmark (DE) 558,236 97% 1,001 CAPI Pre-selected households - 30 April-14 June
telephone recruitment
Estonia (EE) 105,460 96% 1,005 CAPI Random Walk 10 May-14 July
Finland (FI) 501,387 98% 1,017 CAPI Random Walk 28 April-2 July
France (FR) 6,005,850 87% 1,000 PAPI Random Walk 6 May-3 July
Germany (DE) 6,419,300 86% 1,023 CAPI Random Walk 20 May-7 July
Greece (EL) 862,481 59% 1,000 PAPI Random Walk 10 May-2 July
Hungary (HU) 854,406 93% 1,000 PAPI Pre-selected households with 10 May-15 June
children aged 9-16
Italy (IT) 4,516,646 55% 1,021 CAPI Random Walk 28 April-3 July
Ireland (IE) 458,260 93% 990 CAPI Random Walk 5 May-24 July
Lithuania (LT) 320,821 96% 1,004 PAPI Random Walk 23 April-6 July
Netherlands 1,582,903 96% 1,004 PAPI Pre-selected households - 3 May-5 August
(NL) telephone recruitment
Norway (NO) 503,160 98% 1,019 CAPI Pre-selected households - 21 May-19 Oct
telephone recruitment
Poland (PL) 3,490,271 97% 1,034 PAPI Pre-selected households 6 May-26 July
Portugal (PT) 871,444 78% 1,000 PAPI Random Walk 29 April-30 July
Romania (RO) 1,821,471 78% 1,041 PAPI Random Walk 16 May-25 June
Slovenia (SI) 154,063 95% 1,000 CAPI Random Walk and pre-selected | 3 May-27 August
households with children aged
Spain (ES) 3,401,338 80% 1,024 CAPI Random Walk 10 May-15 July
Sweden (SE) 861,183 98% _‘]_,000 CAPI Pre-selected households with 27 May-20 Sept
children 9-16 - telephone
Turkey (TR) 10,297,791 65% 1,018 CAPI Random Walk 3 May-17 June
United 5,861,598 98% 1,032 PAPI Random Walk 1 May-21 June

Kingdom (UK)
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